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Abstract

Ensuring the correctness of safety-critical systems is of paramount importance, and it is
becoming increasingly vital to utilize formal verification techniques to achieve this. In
automated reasoning for formal verification, verifiers generate certificates in the form of
machine checkable proofs, in addition to providing simply a yes or no verification result.
These certificates are then validated independently by formally verified tools, and can be
be subject to an additional layer of verification by trusted theorem provers. The research
endeavors in this thesis are focused on the domain of hardware model checking.

This thesis introduces a novel certificate format that is highly adaptable for various
model checking techniques. The novel witness circuit certificate contains an inductive
invariant and can be readily verified via simple SAT checks. The framework initially
involved a one-alternation QBF check for the witness circuit, but through further study
and experimentation, we were able to eliminate the quantifiers and simplify the certifica-
tion process to pure SAT checks. The certificate format was further refined to enable
more advanced preprocessing model checking techniques, such as phase abstraction and
cone-of-influence reduction, to be incorporated.

The certification framework proposed covers a range of model checking techniques,
including the well-established temporal induction (also known as k-induction). This
research also contributes by providing a concrete construction of a certificate specifically
for this technique, effectively utilizing the certificate format. Additionally, to demon-
strate the versatility of our approach, the scope is expanded from bit-level to word-level
model checking by leveraging quantifier-free fixed-size bit-vectors.

Furthermore, the framework extends to certifying preprocessing techniques for model
checking. The certificate format is effectively applied to temporal decomposition,
enabling the generation of a single witness circuit for the entire model checking pro-
cess, including both preprocessing and base model checking. In addition, this thesis
addresses another popular and important preprocessing technique namely phase abstrac-
tion. Notably, the proposed certification approach is complete, such that whenever model
checking is successful, a valid certificate can be produced.

The certification framework has been implemented in the tool suite, CERTIFAIGER,
along with its extensions, rigorously evaluated through empirical experiments, demon-
strating the effectiveness and practicality of the methodology. While not a primary focus
of the research, it is worth noting that our work has yielded valuable benchmarks that
can be of use to both the QBF and SAT communities.
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Zusammenfassung

Die Korrektheit von sicherheitskritischen Systemen ist von héchster Bedeutung. Um
dies zu gewihrleisten, werden formale Verifikationstechniken eingesetzt. Dabei werden
Zertifikate in Form von maschineniiberpriifbaren Beweisen generiert. Unsere Forschung
konzentriert sich auf den Bereich der Hardware-Modellpriifung.

Diese Arbeit prasentiert ein neues Zertifikatsformat, das fiir eine Vielzahl von Mod-
ellpriiftechniken eingesetzt werden kann. Unsere Zertifikate sind eine Kombination
aus einem boolesche Schaltkreise und einer induktiven Invariante. Die erste Version
unseres Zertifikats benotigte einen QBF-Test mit einer Alternierung, um verifiziert
zu werden. Spiter gelang es uns, den Quantor zu eliminieren und eine vollstindige
Verifizierung nur durch SAT-Tests zu ermdglichen. Wir haben unser Zertifikatsformat
weiter verfeinert, um fortgeschrittenere Vorverarbeitungstechniken wie Lokalisierung
und Cone of Influence Analyse zu ermoglichen.

Unsere Forschung umfasst eine Reihe von Modellpriiftechniken, einschlieBlich der
etablierten temporalen Induktion (auch bekannt als k-Induktion). Dariiber hinaus zeigen
wir wie unser Ansatz erweitert werden kann, um Modellpriifung auf Wort-Ebene via
quantorenfreier Bit-Vektor Logik zu zertifizieren.

Des Weiteren behandeln wir Vorverarbeitungstechniken, die effizientere Modellprii-
fung ermdglichen. Wir wenden unser Zertifikatsformat erfolgreich auf die temporale
Dekomposition eines Modells an und zeigen wie ein einziges Zertifikat fiir den gesamten
Prozess der Vorverarbeitung und Modellpriifung erzeugt werden kann. Das Gleiche
gelingt uns fiir die verwandte Technik der Phasenabstraktion.

Wir haben unseren Ansatz in der Anwendung CERTIFAIGER und deren Erweiterungen
implementiert. Empirische Experimente zeigen die Wirksamkeit und Praktikabilitét un-
serer Methodik. Wir sind zuversichtlich, dass unser Ansatz auch auf verwandte Bereiche
angewendet werden kann. Obwohl dies nicht der Schwerpunkt unserer Forschung war,
haben wir wertvolle Benchmarks entwickelt, die fiir die QBF- und SAT-Gemeinschaft
von Nutzen sein konnen.
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Chapter 1

Introduction

In the context of safety-critical systems, ensuring their correctness requires thorough
examination of the correctness of both software and hardware components. A flawed
processor design, for example, could have catastrophic consequences on the system’s
overall functionality. As a result, it is essential to verify and validate both software and
hardware to guarantee their reliability and safety.

To mitigate the risks, the study of formal verification using automated reasoning has
become increasingly crucial. Through the application of rigorous machine-checkable
formal proofs, we can provide assurance of the safety and correctness of complex, scaled
systems. Nonetheless, given the scope and intricacy of these systems, the quest for
trustworthy formal verification remains a challenging and ever-evolving pursuit. In
the domain of automated reasoning, it is common to utilize verifiers to inspect formal
specifications. These verifiers also generate certificates in the form of proofs, which are
subsequently checked by independent proof checkers. To further enhance the credibility
of the verification process, the proof checkers themselves can be subjected to formal
verification. For example, the certificate checkers can be verified within a theorem
proving environment, thereby ensuring the correctness of the verification outcomes.

Symbolic model checking [4,43.144] is a widely acclaimed formal technique that has
proven to be highly effective, especially in the domain of hardware verification and
synthesis. At its core, this technique involves using a symbolic model to represent a hard-
ware design under verification, while a specification outlines a temporal logic property
that the system must satisfy. The model checker then plays a crucial role in verifying
whether the specified property holds true or not in the model. This process ensures the
correctness of the system design. Leveraging the power of model checking, industrial
engineers are able to build correct and robust systems with specific requirements.

A model checker typically provides a true or false answer to the verification problem,
and obtaining certificates from the model checking process has become increasingly nec-
essary to build trust due to the complex nature of model checkers themselves. Similarly
in the SAT community, SAT solvers provide certificates that are proofs of unsatisfiabil-
ity [80]], which greatly adds trusts to the verification process. Currently, it is mandatory
for solvers to generate certificates in SAT competitions [64]]. However, the state-of-the-
art research for certifying hardware model checking is limited, highlighting the need for
the development of techniques that can generate machine checkable proofs in a generic
manner. This remains an important area of focus.
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The central objective of this thesis is to establish a standardized certificate format that
can be utilized across all model checkers. In essence, this involves designing a certificate
format that can be easily understood and implemented by all model checking tools. For
example, in hardware model checking competitions [[120], it would be beneficial to
require all model checkers to provide certificates based on a universal format. This can
largely improve the quality of the solvers. The resulting certificates will then be verified
by independent proof checkers for assessing their validity.

Modern model checkers are typically multi-engined, and uses a series of preprocessing
techniques for performance optimization. Given the substantial differences in the
underlying model checking algorithms, while following the same certificate format, the
constructions of the certificates for different techniques are expected to vary significantly.
As such, an equally important research question is how to effectively generate certificates
from model checkers, taking into account the unique characteristics of the algorithms
employed. An illustration of this is demonstrated by IC3/PDR [29] and interpolation-
based model checking [[105]], which offer inductive invariants that can be utilized directly
as certificates due to their algorithmic properties. Conversely, other techniques like
k-induction [[124] do not possess such feature. More specifically, temporal induction,
also referred to as k-induction, is a powerful model checking technique that operates
through two primary stages. Firstly, a bounded model checking check is carried out
to verify whether the property holds from initialization for a set number of £ time
steps. Subsequently, the inductive step is executed to confirm that if the property holds
consecutively for £ steps, it will continue to hold for the successor states.

This thesis introduces a novel certification framework, and as an example, it is first
applied to k-induction. The certificate is in the form of a circuit that features an inductive
invariant [[137]. Such circuit is called a witness circuit. Initially, the witness circuit
defined can be validated through five SAT checks and a one-alternation QBF check.
Later on, we demonstrate how to eliminate quantifiers in the certificate, enhancing the
certification process to comprise solely of simple SAT formulas. Subsequently, this
methodology is applied to word-level model checking using k-induction [25]].

Next, this thesis also includes certifying model checking using preprocessing, under
the same standardized certificate format. Specifically, we start with temporal decom-
position [36], which is among the most commonly used preprocessing techniques. We
revisit this technique from a formal standpoint as an improvement over previous work
and propose a novel compositional framework for certifying temporal decomposition.
The framework utilizes compositionality that results in producing elegant proofs, but
still produces a single witness circuit as the certificate for the entire model checking
procedure. All certification techniques mentioned above have been implemented in the
tool-suite CERTIFAIGER along with its extensions to demonstrate their practicality.

Lastly, more results are presented for certifying phase abstraction [26f], another
commonly used preprocessing technique, within the scope of this thesis. This line of
research involves a thorough reassessment to refine the witness circuit definition, aiming
to enable the certification of additional techniques. As a result, a more refined and
versatile certification framework is developed, capable of accommodating a broader
range of model checking methodologies. Specifically, we revisit generalized phase
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abstraction and apply the proposed framework to it. It is also worth mentioning that the
work on certification has additionally resulted in interesting benchmarks for both the
SAT and QBF communities. Pursuing a similar goal, the thesis includes exploratory
work on a certification framework within the context of a temporal epistemic logic.

1.1 Outline and Contributions

This thesis is organized into two distinct parts. In this opening chapter, we provide a
concise introduction to the thesis topics and motivations, followed by a clear outline of
the thesis structure and contributions. Moving forward to Chapter[2] we delve into a
comprehensive overview of the background relevant to the thesis. Chapter [3is dedicated
to discussing and expanding upon the work presented in the second part of the thesis.

The second part of the thesis (Chapter B8] consists of four peer-reviewed papers
and one unsubmitted paper. Chapter [5]is an extended version. Of all these papers, the
author of the thesis is the main author, published under the author name Emily Yu. The
papers have been slightly revised to adhere to a standardized and consistent format. In
Chapter [6] the content related to optimized ternary simulation is excluded from this
thesis. However, they should not have any impact on the main content of the papers.
Lastly, we conclude in Chapter[9]

For the rest of this section, we summarize the thesis contributions.

Chapter 4] [137] Progress in Certifying Hardware Model Checking Results with
Armin Biere and Keijo Heljanko. In Part II of the Proceedings of the 33rd International
Conference on Computer Aided Verification (CAV 2021), pages 363-386, Virtual Event.

In this paper we present a novel certification framework for k-induction, and imple-
ment it as a complete tool suite. We also perform empirical evaluation on our tool to
demonstrate its practicality. The incentive for a generic certificate format was given by
A. Biere. The formalization of the certification framework was a result of discussions
between E. Yu and A. Biere and was described by E. Yu. The main proofs presented
were constructed by E. Yu and described with contributions from A. Biere and K. Hel-
janko. Furthermore, all techniques in the paper were described and implemented in
the tool suite CERTIFAIGER by E. Yu, as well as extending the existing model checker
MCAIGER. The experimental evaluation was performed and described by E. Yu. The
co-authors further contributed with discussions and proofreading.

Chapter[5| Stratified Certification for k-Induction with Nils Froleyks, Armin Biere
and Keijo Heljanko. Extended version to [25] published in Proceedings of the 22nd
International Conference on Formal Methods in Computer-Aided Design (FMCAD
2022), pages 59-64, Trento, Italy, October 17-21, 2022.

This paper is an incremental contribution extending our work in Chapter il We
formally present a certification framework for k-induction that eliminates quantifiers
thus allowing certification via pure SAT checks. We show our framework can be
also lifted to word level. The concept of acyclic reset functions was the results of
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a discussion between E. Yu and A. Biere. The formalization of the improved and
simplified framework was developed by E. Yu. The techniques and proofs in Paper [5]
were developed and described by E. Yu. Furthermore, E. Yu implemented and evaluated
the bit-level certification tool CERTIFAIGER++. The word-level tool CERTIFAIGER-WL
was implemented by N. Froleyks. The experimental analysis was performed by E. Yu.
The co-authors further contributed with discussions and proofreading.

Chapter[6] Towards Compositional Hardware Model Checking Certification with Nils
Froleyks, Armin Biere and Keijo Heljanko. Submitted.

In this paper we revisit temporal decomposition as an effective preprocessing tech-
nique by defining its precise formalism. Based on that, we present a novel certification
approach for temporal decomposition. The formalization was the contribution of all
authors and was described by E. Yu. All proofs in the paper were developed and con-
structed by E. Yu. All techniques in the paper were described by E. Yu. E. Yu further
contributed to extending both model checkers MCAIGER and AIGTRAV to support
reset functions and generate inductive invariants, as well as extending CERTIFAIGER++
for the new certificate. The experimental evaluation was run by N. Froleyks as well as
implementing CHMC. The results were analyzed and described by E. Yu. the content
related to optimized ternary simulation was the contribution of N. Froleyks thus excluded
from this thesis. The co-authors further contributed with discussions and proofreading.

Chapter[7|[139] A Framework for Model Checking against CTLK Using Quantified
Boolean Formulas with Martina Seidl and Armin Biere. In Proceedings of the 7th
International Workshop on on Formal Techniques for Safety-Critical Systems (FTSCS
2019), pages 127-132, Shenzhen, China, November, 9, 2019.

In Paper [/, we present a novel Bounded Model Checking (BMC) tool chain for
translating a temporal epistemic logic to quantified boolean formulas. The incentive
for implementing the tool was given by E. Yu. The framework was described and
implemented by E. Yu with contributions from M. Seidl. The QBF tool for prenexing
and cleansing was implemented by M. Seidl. The experimental evaluation was performed
by E. Yu. The co-authors further contributed with discussions and proofreading.

Chapter[8} Certifying Phase Abstraction.

This chapter contains a proof-of-concept version of unsubmitted work. We present
a novel certification framework for phase abstraction where we revisit the simulation
relation and show how to generate a certificate for this technique. The results presented
were written and constructed by E. Yu. The idea of restricted simulation relation was
the result of a discussion between A. Biere and E. Yu. The revisited definitions and
semantics of phase abstraction and the certificate framework proposed were developed
by E. Yu. Furthermore, N. Froleyks contributed with proofreading the formal proofs.
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As mentioned above, the certification work has additionally enabled us to provide
SAT and QBF benchmarks. We submitted benchmarks to SAT competition 2022 [[138]],
which was described and generated by E. Yu.

A further journal paper where E. Yu is a co-author is [10]. The topic is related to
the master thesis of E. Yu which resulted in a peer-reviewed paper published at the
AAALI conference [11]], however, the journal paper is on a different logic therefore
the contribution is new. In [[10] we presented a novel three-valued semantics for the
logic ATL* with bounded recall together with an experimental implementation. The
tool presented was implemented and evaluated by E. Yu. Results were analyzed and
described by E. Yu. However, even though in the same scope of formal verification, the
topic is not directly related to our discussions here, thus it is not included in this thesis.






Chapter 2

Background

This chapter serves as a comprehensive introduction to the background of this thesis.
The efficacy of modern model checkers heavily depends on the utilization of underlying
SAT/SMT solvers for efficient verification. In our certification work, we also leverage
these solvers. Hence, we commence this chapter by providing a high-level introduction
to SAT and SMT, as well as QBF. Additionally, we present a selection of standard model
checking techniques, and highlight the industrial relevance of hardware model checking.
Understanding these techniques is crucial for comprehending the context in which our
certification work operates. Then to wrap up this chapter, we conclude with a discussion
on related work on certification.

2.1 SAT

We start by introducing some basic terminology in SAT.

Propositional logic is the input language of SAT solvers. It is defined over Boolean
variables, the Boolean constants (true and false), and the Boolean operators {—, A, V, =
, =} expressing negation, conjunction, disjunction, implication, and equivalence respec-
tively. All Boolean formulas can be translated to their conjunctive normal form (CNF)
that is equivalent to themselves. A literal is either a positive Boolean variable x or
its negation —x. A clause is a finite disjunction of literals, and a formula in CNF is a
conjunction of clauses, which is the most common representation used by modern SAT
solvers. We write vars(y) to denote the set of variables occurring in the formula ¢. An
assignment is a function mapping variables to their truth values, i.e., true (T) or false
(L). An assignment over a formula ¢ is said to be fotal iff it assigns truth values to all
variables in vars(y), otherwise it is called a partial assignment (or cube).

Given a Boolean formula ¢ defined over a set of variables V', the Boolean satisfiability
(SAT) problem determines whether there is an assignment to the variables V' such that
 evaluates to T. Such an assignment is referred to as a satisfying assignment. In the
scenario where there exists no satisfying assignment for ¢, it is considered unsatisfiable;
otherwise it is satisfiable. The SAT problem is NP-Complete [[68]]. Most state-of-the-art
SAT solvers are based on Conflict-Driven-Clause-Learning(CDCL) [[103]], which is the
advancement of the Davis-Putnam-Logemann-Loveland (DPLL) algorithm [48],49]].

Nowadays there has been considerable interest in certifying SAT solving to increase
trusts in SAT solvers. The SAT solver provides a proof (i.e., the certificate) via some
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book-keeping during the analysis for a formula to be unsatisfiable, which is then checked
independently by a proof checker [71}/142]. In the case of a satisfiable formula, the
certificate is simply the variable assignment. For a more detailed introduction to proofs
of SAT solving, refer to Chapter 15 of the Handbook of Satisfiability [23]].

2.2 QBF

The logic of Quantified Boolean Formulae (QBF) extends propositional logic by intro-
ducing quantification over Boolean variables. It is known that the QBF decision problem
is PSPACE-complete, therefore harder than the SAT problem.

Let V be a set of Boolean variables. A QBF formula ¢ in its prenex conjunctive
normal form (PCNF) is defined in the form of Q1 X;...Q,X,,.¢(V') such that Q; €
{3,V}, X; C V and ¢(V) is a propositional formula in CNF over V. As an arbitrary
propositional formula can be translated to its CNF using the Tseitin transformation [[128]],
this also applies to QBFs. The format QCIR [67] is a popular prenex non-CNF format
in practice. The propositional formula ¢(V') is called the matrix. Here we assume all
variables to be quantified. Note that a propositional formula used in SAT can be seen as
a QBF formula implicitly quantified with 3 over all variables.

We write ¢, to denote the formula obtained after replacing all occurrences of
x in o with L, similarly ¢, , Ty for replacing all occurrences of « with T. The QBF
formula VQ.¢ is true iff VQ.(,_, 7} is true and VQ.¢(,, 1} is also true. The formula
3Q.p is true iff VQ.pq,_,7) is true or VQ.¢(,_, 1} is true. A formula containing only
1 1is false, and T is true.

2.3 SMT

First-order logic (FOL) extends propositional logic by introducing quantifiers, first-order
variables, and predicates used for representing relations and functions. Variables are
defined based on certain domains. Satisfiability Modulo Theories (SMT) extends FOL
with theories, that focuses on arrays, arithmetic and bit-vectors. In the following we
briefly introduce the standard notions following [6}[23L31]):

* A signature X is a set of predicate symbols and function symbols, as well as
propositional symbols. Each symbol is associated with a sort and an arity.

* The set of axioms .4 are constructed based on ¥. They define the interpretation
for all symbols in X that are not constant.

o A first-order theory T is defined over X and A.
e A Y-formula is a formula constructed from X.

Given a quantifier-free >-formula, it is satisfiable in 7' (or T-satisfiable) if it is
satisfied by some assignment of domain variables to their constant, predicate and function
symbols, under the intepretation of 7.
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A fixed-size bit-vector is a sequence of bits with length n. The length n is typically
called the bit-width which defines the sort of the bit-vector. In the context of this thesis,
we are interested in the theory of quantifier-free fixed-size bit-vectors.

2.4 Model Checking

Model checking [4}/43,44] concerns the problem of determining whether a model
representing a system satisfies a given specification. It is a key technique widely used
in the verification of safety-critical systems. In the context of hardware verification,
the specification languages of interests are typically temporal logics such as Linear
Temporal Logic (LTL) which includes safety properties and liveness properties.

Safety properties are those whose counterexamples are finite traces originating from
initial states to some bad state where the property does not hold. Currently, safety
properties are the most prominent part in hardware model checking competitions, which
is also the main focus of this thesis.

Example 2.1. Consider an example of a 2-bit counter counting modulo three, starting
at zero. It increments by one at each step. There is an additional enabler bit which is a
user input. The counter resets to zero when the enabler bit is set to one. The bad state is
when the counter reaches three.

Fig. depicts a state transition diagram of 3 bits consisting of 2 bits for counting
and 1 bit of input. Each state can be expressed by an assignment to the Boolean variables
bob1ba where we use bpb; as the counting bits and b5 is the input. In this example, the
property states that the counter does not reach three, expressed as —bg V —b;. The initial
state is —bg A —b7. A state is considered reachable if there is a trace from the initial
state to it following the transition relation. The transitions of the system are specified by
the directed arrows. It is encoded by introducing a set of auxiliary variables byb, by for
representing successor states. A system is considered safe if no bad state is reachable
from the initial states. The model checking problem concerns checking whether there is
a trace from the initial state (00) to the bad state (11). As we can see from the diagram,
the bad state is not reachable, therefore the system is safe. We refer to the handbook of

model checking [41]] for a general introduction to model checking.

2.4.1 Bounded Model Checking

Bounded model checking, as described in the works of Biere et al. [|[17,[18,41]], is

a powerful technique that utilizes SAT technology. Interestingly, it continues to gain

significant popularity in industrial settings compared to other unbounded model checking

approaches. The objective of bounded model checking is to determine whether a bad

state can be reached within a specified number of system unrollings from reset states.
First of all, we fix some notations:

* V represents the set of state variables.
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01

Figure 2.1: State transition diagram of a 2-bit counter. The state (00) coloured yellow is
the initial state. The state (11) coloured grey is the bad state. Edges are marked with the
values of the input bit.

» P(V) is a temporal logic property that encodes the set of good states.
* R(V) is a Boolean formula that encodes the initial states.

* T(V, V) represents the transition relation, where V is a copy of V' representing
the next-state variables.

* V; denotes a copy of V.

The bounded model checking (BMC) problem is essentially the satisfiability problem
of the SAT formula:

RVo)A N\ T(Vi,Viga) A =P (V).
1€[0,k)

2.4.2 Interpolation

In [105], McMillan proposed a SAT-based model checking technique using Craig
interpolation. The core concept is to compute a Craig interpolant, which can be derived
from the proof of an unsatisfiable Boolean formula. The interpolant captures the
difference between two given formulas I, F', where [ is the set of initial states and
F the set of final states after a number of transitions. The model checking algorithm
constructs a proof of unsatisfiability ¢ of I U F" such that ¢ can be obtained from a proof
system such as resolution or sequent calculus. Bounded model checking is efficiently
combined with Craig interpolation. For instance, a bounded checking problem with
depth £ can be determined to be unsatisfiable, such that no counterexample exists within
k steps of unrolling from reset. An interpolant can be then derived from the proof of
unsatisfiability representing an over-approximation of the states that are one step from

10
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the initial states. It can be further refined by iterative computation until fixpoint to obtain
an over-approximation of reachable states. The depth & is increased each time whenever
there is a violation of the property until a true counterexample is found (a path from I to
F), or the over-approximation converges.

2.4.3 Temporal Induction

Temporal induction, commonly referred to as k-induction, is a widely used technique in
unbounded model checking. It can be formulated into two steps:

L RVo)N N T(Vi,Vigr) NV —P(Vy);
1€[0,k) 1€[0,k]

2. N T(Vi,Vigr) A N P(Vi) A=P(Vig1).
1€[0,k) 1€[0,k]

For a property P to be considered k-inductive, it is necessary for both formulas above
to be unsatisfiable. The first formula is essentially a BMC check with a bound of k,
serving to determine if the property is violated within the initial k£ time frames of the
system. The second formula ensures that if the property holds for k& consecutive steps, it
will continue to hold in the subsequent step. To achieve completeness for this method, an
additional uniqueness constraint can be introduced to the second formula, guaranteeing
that the k£ consecutive states are distinct from one another.

2.4.4 IC3/PDR

IC3/PDR [30L/56] is one of the most powerful and robust SAT-based model checking
algorithms. The algorithm constructs a sequence of frames Fy, ..., F,, where each F;
is a Boolean formula representing an over-approximation of the set of states reachable
in ¢ steps from the initial states. The algorithm starts with an empty formula T and
incrementally extends the frame sequence through iterative computations of relative
reachability. During the extension step, it computes backwards from the last frame
searching for a trace where a bad state is reachable. It refines the frames by blocking
the bad states at the biggest index ¢ possible. The computation continues until either a
counterexample is found or a fixpoint is reached such that F,, = F,,41. In the end, the
frame F), is also an inductive invariant in the system therefore a certificate.

2.4.5 Preprocessing

In addition to the core model checking techniques, preprocessing plays a crucial role
in enhancing the overall performance of the verification process. Preprocessing is
commonly employed in conjunction with standard model checking approaches, further
optimizing their efficiency and effectiveness.

Retiming [90] encompasses the process of shifting latches both forward and backward
along the AND-gates in order to minimize the total number of latches. The goal is to
optimize the number of registers used for obtaining a smaller circuit. When a latch is
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moved backward, it introduces a delay, referred to as the gate’s lag, which represents the
number of timeframes it is delayed. In peripheral retiming, latches can also be relocated
across inputs and properties. An additional variation is normalized retiming, where
gates are assigned negative lags.

Temporal decomposition [[36] is one of the most fundamental preprocessing tech-
niques, and commonly used in combination with other preprocessing techniques too,
such as retiming. The approach focuses on optimizing the model checking problem by
finding and removing transient signals that stabilize to constant values after a number of
unrollings from reset. Those transient signals can occur due to an initialization sequence
in the circuit design and become unused afterwards. Removing them simplifies the
circuit, which results in a smaller thus simpler circuit under verification. Typically,
ternary simulation is used to quickly find a set of transient signals, which can be lossy,
but efficient. Under temporal decomposition, the model checking problem is broken
down into two stages: (i) doing a bounded model checking for the initial states of the
first n time frames; (ii) checking the safety property of the time-shifted circuit. For the
second part, a standard model checker using IC3/PDR or k-induction is used. A more
detailed introduction to temporal decomposition can be found in Chapter|[6]

Phase abstraction is another popular technique. It was first introduced in [[7,/8.(77],
where the authors introduced two-phase abstraction in terms of a strict two-phase
design style. This can be seen as a more restricted and syntactic version compared to
generalized phase abstraction [26]], which is more commonly implemented in modern
model checkers. The main idea is to simplify the model checking process by identifying
and removing oscillating signals that have clock-like behaviours. Generalized phase
abstraction operates as the following:

1. Ternary simulation is used to find oscillating latches that have clock-like be-
haviours, i.e., their transition function results in a periodic pattern.

2. An optimal phase number n can then be computed based on the periodic patterns
of the oscillating signals that are found.

3. The circuit gets unfolded n times by making n copies of it. The copies are
connected to each other such that the values of the latches of a current copy are
inputs for the transition functions of the adjacent (or next) copy.

4. The values of the oscillating signals as well as their copies are fixed to constants
with those in the first copy setting to zero.

5. The transformed circuit gets simplified through rewriting as well as cone-of-
influence reduction.

In addition to the preprocessing techniques discussed here, modern model checkers
employ a wide range of other preprocessing techniques too [65L90L91L93L{109,/110L|144]].
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2.4.6 Hardware Model Checking Competition

Hardware model checking competitions (HWMCCs) [[120] have gained significant popu-
larity in the model checking community over the years. These competitions have played
a crucial role in driving advancements and improving the performance of hardware
model checkers. The history of these competitions can be traced back to 2006, where
they became a central theme at the Computer Aided Verification (CAV) conference.
Since 2011, the competitions have been primarily affiliated with FMCAD, which is the
main conference for formal verification in the hardware domain. One of the notable con-
tributions of these competitions is the collection of a large number of realistic industrial
benchmarks, which are made available to the research community. This has become
an important motivation for improving state-of-the-art model checkers to tackle these
difficult problems. As a result, the competition has been serving as a great platform
facilitating research and development for both industry and academia.

The AIGER format, introduced by Biere et al [22], is a standardized format for
representing bit-level circuits in hardware model checking competitions. It is used
by all participating model checkers in the competitions. Since 2019, a word-level
track has been introduced, where the BTOR2 format [116]] is employed. Aside from
this, the competition features various tracks, emphasizing different aspects of model
checking. Among these, the single property track is the most important one, which is
also the focus of this thesis. Participants in the competitions include state-of-the-art
model checkers from research groups worldwide, employing a diverse range of model
checking algorithms. For example, the industrial-strength model checker ABC [32]
has been a dominant force in the bit-level track for several years. In addition to the
non-competitive model checkers submitted by the organizers themselves, there have
been a great number of competitive model checkers participating such as Pdtrav [34],
IIMC [28]], TIP [57], AVY [132], and many others [9,88}(96l126||134}[136]]. More
recently, HWMCC’20 focused exclusively on the word-level track where participants
include AVR [70], NuXmv [37]], Pono [101]] etc.

2.5 Certification

There are different levels of trust in the correctness of a hardware design, which we
summarize as the following.

* Basic tesing: to ensure the design meets the basic functionality requirements, we
can perform standard tests.

* Model checking: by modeling the design and its specifications using formal
methods, we achieve a higher level of trust in the verification results.

* Certificate checking: model checkers themselves can be complex software tools,
therefore establishing a certificate format is crucial. Based on this, we can re-
quire model checkers to produce certificates for the verified properties. These
certificates are then independently checked to validate the verification results.

13
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* Proof checking: the certificate checker utilizes SAT solvers which also pro-
duces certificates of unsatisfiability, such as DRUP [[130,{131]], DRAT [82] and
LRAT [47] proofs. Therefore we can use an independent proof checker to validate
the certificates produced by the SAT solver.

» Using a trusted certificate checker: to achieve the highest level of trust, a verified
certificate checker can be employed, which entails formally verifying the checker
itself in a theorem proving environment using an interactive proof assistant such
as Isabelle/HOL [[117]].

The last step of building a verified certificate checker using theorem proving is
part of future work. The focus of this thesis is on the third step, which involves the
certification of model checking results using an independent certificate checker. The
aim is to establish a standardized format for certificates that serve as proofs of the
model checking results. Another method for ensuring correctness is to develop certified
model checkers that are directly verified by theorem provers [3}/60L/125]. An example
of this is [60] where the authors present a verified LTL model checker. However,
developing a fully verified model checker is a very heavy task, which can get extremely
complicated with optimization techniques. An update in the technique may require
the entire construction to be certified again. Furthermore, fully verified tools often
exhibit slower performance compared to their non-verified counterparts. Alternatively,
by developing a generic certificate format, existing state-of-the-art model checkers can
still be utilized to become certifying, required to produce a certificate as proof evidence.
This redirects the problem of implementing a certified model checker to a relatively
simpler tool, a verified certificate checker.

2.6 Related Work

Even though certification of model checking traces back to decades ago, the current
state-of-the-art still faces some limitations. The work in [[111] includes a deductive proof
system for generating proofs for p-calculus, where they also present experimental results
using a BDD-based model checker. More recently, similar approaches have also been
extended to SAT-based model checking [[72,[73]]. In [[72,/73]], the authors show how to
produce deductive proofs for Linear Temporal Logic (LTL). More relevant to the topic
of this thesis, in [[73]] they also incorporate temporal decomposition into their deductive
framework. However, their approach mainly relies on the assumption that the underlying
model checker produces an inductive invariant as a certificate for the safety property,
and builds a proof for liveness properties on top of that. This could only apply to very
specific model checking algorithms, and differs significantly from our work. We focus
on designing a generic certificate format that is compatible with all model checking
techniques and show how to construct certificates based on it. Moreover, the approaches
mentioned above use a deductive proof system that requires multiple indpendent parts
to be checked, whereas the goal of the thesis is to design a format such that only one
witness circuit is checked, instead of a multi-stage proof as done by [[72}[73L|111]].
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Certification has also been discussed in the context of parameterized model check-
ing [46[, where the authors propose a framework for certifying an SMT-based parame-
terized model checker by generating an inductive invariant from backward reachability
analysis. Their focus is on a different domain within model checking, which differs
from the approach presented here.

As regarding k-induction, several approaches have been proposed to generate proofs
for k-induction, leveraging interpolation. In [[27] the authors proposed an inductive
invariant for k-induction by simply unfolding the circuit k£ times, meaning encoding
explicitly the unrolling of the cicuit. This certificate, however, is exponential to the
size of the original model checking problem. Based on this, under the same complexity,
the authors in [75]] proposed a new model checking algorithm combining k-induction
with IC3 where their algorithm also produces a certificate that is an inductive invariant.
Another line of work also concerns generating certificates for the k-induction algo-
rithm [107}/133]]. In [[107]], the authors present a method for certifying an SMT-based
model checker by extracting and simplifying the k-inductive invariants. Their work
differs from the work in this thesis mainly because they focus on generating inductive
invariants that are specific for k-induction, while we focus on a generic certificate format.
In [107] the authors also show how to simplify the certificates for k-induction through
trimming, while not directly applicable to our approach, this draws inspiration for future
work on improving the certificates presented in Chapter [5]

In comparison, our k-induction certificate presented in Chapter ] and [3]is linear to the
original circuit size and the inductive depth. Moreover, in contrast to other approaches
that break down the certification process into separate steps using a deductive proof
system, the work presented in this thesis takes a different approach by focusing on
establishing a standardized certificate format in the form of a witness circuit that certifies
the entire model checking process.

15






Chapter 3

Dicussion on Published Work

Chapter [2]includes a summary of a selection of techniques utilized in model checking,
some of which can be effectively combined while others exhibit profound disparities.
Indeed, modern model checkers employ an extensive array of techniques, often in
tandem, to achieve state-of-the-art performance. Because of the intricate and distinctive
nature of these algorithms and search heuristics, the certificates can markedly differ in
their structure and composition. More importantly, it remains an open research question
how to certify some of these techniques.

In this chapter, we engage in a reflective discussion on the work presented in Chapter[d}
[8] placing it into perspective and analyzing its significance. Furthermore, in addition to
reviewing our published work, we introduce some novel extensions too.

3.1 Progress in Certifying Hardware Model Checking Results

In Chapter 4 we made our important first steps towards establishing a standardized
certificate format for hardware model checking. Our proposed certificate format employs
five simple SAT checks and one QBF check with one alternation. To formally define all
components, we use a purely symbolic representation of models, based on circuits.

Our approach allows the extension of a given circuit under verification to a larger
circuit, referred to as the extended circuit, which effectively simulates the original circuit
while preserving its safety property. A critical concept of this extension is the simulation
relation (namely combinational simulation), which involves two SAT checks and one
QBF one-alternation check. This contribution is a key highlight of the paper. Moreover,
we prove a technical theorem demonstrating that if the extended circuit is verified as
safe, then the original circuit is also safe.

By redirecting the problem of finding a direct inductive invariant (as a certificate) in a
given circuit, our approach enables the generation of an inductive invariant in a larger
circuit. We then need another three SAT checks for verifying the inductive invariant.

The second challenge is determining how to generate such an inductive invariant,
which can vary significantly for different model checking techniques. In Chapter [ we
specifically addressed the k-induction algorithm, which is a commonly used method in
model checking. We introduce a formal definition of the k-witness circuit, which extends
the original circuit and provides an inductive invariant. This contribution constitutes
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another critical aspect of our research. We then establish a theorem demonstrating that
the k-witness circuit is one-inductive if and only if the original circuit is k-inductive.

We have developed a tool-suite called CERTIFAIGER that implements the theoretical
framework. This suite includes several components. First, CERTIFAIGER generates
a k-witness circuit based on a given circuit and an inductive depth specified by the
model checker MCAIGER. With the generated k-witness circuit, we have implemented
our own simulation checker, which calls an underlying SAT solver and a QBF solver.
Additionally, we use our inductive invariant checker to verify the inductiveness of the
k-witness circuit, which also calls a SAT solver.

Based on the experimental results, our tool has demonstrated its effectiveness in
certifying model checking results and has the potential to be adopted in practice.

3.1.1 Combinational Simulation

In Chapter [] as one of the important novel contributions, we introduce the notion of
combinational simulation that includes two SAT checks and one QBF check. This
definition allows us to embed a given circuit in a larger circuit.

First of all, we define a purely syntactic definition called combinational extension.
Essentially, the extended circuit has the same set of inputs and more latches. In practice,
when using the AIGER format, we simply assume the first n latches as the common set
of latches. Based on this syntactic definition, we introduce combinational simulation
which involves three checks. This definition guarantees that the simulating circuit
contains all reachable paths in the original circuit.

The reset check R(L) = 3(L' \ L)R'(L’) contains a quantifier because we need to
ensure R'(L’) is satisfiable whenever there is a satisfying assignment for R(L). As in
Chapter 5} with the stratification assumption, we were able to eliminate this quantifier.
In fact, the reset check in Chapter 5| (R(L) = R'(L)) can be further relaxed to be
R(L) = R/(L). Interestingly, this is similar for the transition check. If we want to
allow the witness circuit to have more transitions on the common latches, we can replace
F(I,L) = F'(I, L) with a one-alternation QBF check F'(I,L) = 3(L'\ L)F'(I,L’).

Figure [3.1] provides an illustration of the complete certification flow we propose.
Throughout Chapter @8] we have revised the simulation relation a few times and
addressed different model checking techniques. Our aim is to establish a universal
certification framework that can be applied across these diverse techniques. In order
to achieve this, we require the model checkers to implement the proposed certificate
format during the model checking process. While model checkers commonly employ
preprocessing techniques alongside base model checking algorithms, our approach, as
demonstrated in Chapter[6|and[8] focuses on generating a single certificate in the form of
a witness circuit. The generated certificate is then passed on to an independent certificate
checker, which plays a crucial role in the certification flow. The certificate checker
generates a number of simple SAT checks and makes calls to an underlying SAT solver,
such as Kissat, to validate the certificate.

To further enhance the trustworthiness of the verification results, we can introduce
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Figure 3.1: The certification flow. The model checker produces a witness circuit (1)
which is passed on for validation.

an additional layer of proof generation. By requesting SAT solvers to provide proofs
alongside the certificates, we can validate these proofs using independent proof checkers.

3.1.2 Witness circuit

With hindsight, we explored different ways to simplify the k-witness circuit as we later
did in Chapter 5] Throughout the process of formulating its formal construction, we
devoted considerable time and effort to refining our definition, iterating through numer-
ous versions. Our very first attempt involved constructing a direct inductive invariant
from the original circuit. However, we soon realized that this approach necessitated
encoding the transition of & successor states in the property, prompting us to explore an
alternative solution. The idea of saving multiple states into a single state emerged as an
insightful inspiration, which potentially led to simplification of the problem. However,
this required extending the original circuit to incorporate state recording functionality.
Along this journey, we encountered a notable challenge that is to obtain the new
property as an inductive invariant while satisfying the simulation relation. Our defini-
tion of combinational simulation posed the constraint to preserve the same functional
definitions for resets and transitions on the common latches. Adhering to this restriction
substantially limited the behaviors that the witness circuit could exhibit. This was
especially evident later during our attempts to include the uniqueness constraint in
our framework. In the end, the reason for the complicated definitions of resets in the
k-witness circuit was Theorem The inductiveness proof typically involves two
parts: the BMC check and the consecution check. When considering Theorem [4.14]
with the goal of making manageable proofs, we decided to consider the two checks
separately for the circuits. To make the claim as strong as possible, our witness circuit
construction satisfies Theorem [4.22] This required us to encode the BMC check of &
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steps in C' as a one-step BMC check in C’, and under the simulation relation, it was not
a trivial task.

Both certificates in Chapter [d and [5] are valid in our framework. We believe that there
is a possibility to further simplify these certificates like proof trimming in SAT, which
would greatly enhance the efficiency of the certification process.
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Figure 3.2: The transition diagram of the k-witness circuit of the Counter example. The
initial states are coloured yellow. Bad states are marked gray. For simplicity we write
“x" to represent either O or 1. The edges are marked with input values. Note that only a
subset of the state space is depicted.

In Chapter @ we provide a running example that demonstrates the behavior of a
3-bit counter performing an exact modulo check. The example contains a 2-inductive
property. We present the corresponding k-witness circuit in Figure [3.2] This circuit
illustrates how the counter progresses and transitions between different states. In this
particular example, each state consists of two copies of the original state, accompanied
by two initialization bits. This example is 1-inductive, indicating that no bad state is
reachable from a good state within one step. Regarding the initialization step, there
are two possibilities: full initialization and partial initialization. In the case of full
initialization, both initialization bits are set to one, allowing for a complete reset of the
counter’s state. In the case of partial initialization, only one copy is initialized.
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3.1.3 Simple Paths Constraints

In addition to the standard k-induction technique discussed in Chapter 4] it is common
practice to enhance its power with the use of simple path constraints (also known as
loop-free constraints or unique state constraints). These constraints limit the paths that
are considered to be unique states, and they are known to make k-induction complete.
However, this could potentially lead to the inductive depth being equal to the recurrence
diameter of the state space [|18]]. We give a formal definition of k-induction with simple
paths constriants below.

Definition 3.1 (k-inductive under SPC). Given a circuit C' with a property P, define the

formula Sy, = A P(;, L;) and Simple_paths;, = AN (L £ 1)V(L; # Ly)).
i€[0,k) 1,J€[0,k),17#]

Then P is called k-inductive under simple paths constraints (SPC) in C' if and only if

the following two conditions hold:

1. Uy—1 N R(Lg) = Sk “initiation”

2. Ui A Sk, A Simple_paths;, = P (I, Ly,). “consecution”

The encoding of simple path constraints involves a quadratic encoding of state com-
parisons for the inductive depth, which can potentially lead to the generation of large
certificates. We have dedicated considerable effort to investigating approaches for deal-
ing with simple path constraints in order to certify it, but unfortunately we have not yet
been able to find a satisfactory solution.

One of the main challenges we face is that our certificate format relies on a combina-
tional simulation relation, which necessitates that the simulating circuit has the ability
to simulate any permissible path found in the original circuit. However, under simple
paths constraints, we only consider a subset of the state space with fewer transition
relations. We cannot reconcile the two features with the k-witness circuit construction
that involves copying the predecessor states.

Our initial approach was to explore the possibility of restricting the behavior of the
k-witness circuit by only saving unique states, rather than all states. However, we
found that this resulted in a breakage of the transition property in the inductive invariant.
Additionally, directly adding a simple unique state constraint in P’ would not work, as
it would disrupt the property check in the simulation relation.

3.2 Stratified Certification for i-Induction

In Chapter 5] we build upon the work presented in Chapter 4 where we introduced a
robust certification framework that leverages a combination of simple SAT and QBF
checks to verify the safety of circuits. Specifically, we focused on the k-induction
algorithm and demonstrated how to generate an effective certificate using our framework.

Through the experimental evaluation, however, we observed that the QBF check
served as a potential performance bottleneck, which could hinder the overall certification
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performance. To address this issue, we embarked on a mission to explore new ways to
eliminate the quantifiers and optimize the certification process.

In Chapter [5] we revisited the definition of circuits and their reset functions. We
were inspired by the concept of stratification in first-order logic and applied it to the
reset functions of circuits. Specifically, we assume that the reset functions are stratified,
meaning they are acyclic. In fact, this is a highly reasonable assumption, particularly
given the present state of the industry. Cyclic definitions of reset often present significant
challenges and can be difficult to manage, hence there has been a significant ongoing
effort to address these issues.

In light of the stratification assumption, we undertook a reassessment of the k-witness
circuit construction presented in Chapter[d] In the prior study, the reset functions of the
k-witness circuit were characterized by a high level of intricacy, given their inherent
design complexity to accommodate multiple initialisation ways. However, through our
analysis aimed at optimising the certification process, we discovered a viable path to
simplify the witness circuit by replacing the QBF check on reset functions with a SAT
check and a polynomial-time check.

We integrated the enhanced certification framework into the extended version of CER-
TIFAIGER, namely CERTIFAIGER++, and conducted a comprehensive performance
evaluation in comparison to its predecessor. The experimental results demonstrate a
substantial improvement in the certification efficiency, thereby validating the effective-
ness of the proposed approach. It is worth noting that while our improved certification
framework in CERTIFAIGER++ has enhanced the certification performance, the conse-
cution check still remains a significant bottleneck, consuming a considerable amount of
the certification time. As such, it remains an open research question to explore further
optimization avenues to improve the certification process.

So far, our focus has been on bit-level model checking. However, the elimination
of quantifiers has enabled us to transcend to the context of word-level model checking,
where we focus on quantifier-free fixed-size bit-vectors. To this end, we adapted our
framework to incorporate finite domain variables. We implemented the word-level
certification tool-suite, called CERTIFAIGER-WL, which utilizes the BTOR2 format.
Our experiments demonstrate that the framework is very efficient and effective for
word-level model checking.

3.2.1 Witness Circuit

As previously discussed, in the context of constructing the witness circuit for k-induction,
we made adjustments to the reset definition outlined in Chapter [5] To illustrate this
modification, we provide the construction of the witness circuit for the 3-bit Counter
example in Figure [3.3] The primary difference compared to Figure [3.2]lies in the initial
states. The main difference compared with Fig. [3.2]is the initial states. Definition [6.16]
in Chapter [5|only allows partial initialization.
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Figure 3.3: The transition diagram of witness circuit of the Counter example. The initial
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3.2.2 Circuit Representation

In our early attempt, we considered modelling systems using Kripke structures but
ultimately opted for a circuit representation that closely mirrors the AIGER format used
in hardware model checking competitions. However, we have always believed that using
transition relations instead of transition functions would potentially lead to more QBF
checks, but it is still worth investigating. In the following, as an extension to Chapter [5
we present an alternative representation of symbolic transition systems, which involves
an increased number of QBF checks.

Definition 3.2. A symbolic transition system M = (S, I, T, P) is defined as follows:
» S'is a finite set of Boolean state variables. A state is a total assignment to S.
[ is a formula representing initial states.

* T is a formula over S U S’ representing transition relations, where S’ is a primed
copy of .S for next states.

» P is aformula over S encoding good states.

One key distinction between the transition system described above and the circuit
definition in Chapter [5]lies in the representation of state transitions. In the transition
system, the transitions are defined using a transition relation. On the other hand, the
circuit definition uses transition functions to capture the behavior of the system.

Definition 3.3. Given M = (S, I, T, P)and M’ = (8", I',T', P'), where S C S’. M’
is said to simulate M iff,

1. I=3(8"\ S)I".
2. T = 3(8'\ S)T".
3. PP= P

The above definition suggests that verifying the simulation relation using the repre-
sentation of transition systems requires one SAT check and two one-alternation QBF
checks. Compared to the combinational simulation definition in Chapter[4] this requires
an additional QBF check instead of a SAT check for the transition relation.

Definition 3.4. The unrolling of a transition system M = (S, I, T, P) of length m € N
isdefined as: U, = A T(S;i, Si+1)-
1€[0,m)
Same as in Chapter [4}{8] in the above definition, we use subscripts to denote temporal
copies of state variables.

Definition 3.5. The initialised unrolling of a transition system M = (S,I,T, P) of

length m € Nis defined as: U,,, = I[(So) A A T(S;, Si+1).
1€[0,m)
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Theorem 3.6. Given M = (S,1,T,P)and M' = (S",I',T’, P") such that M' simu-
lates M. Then if M’ is safe, M is also safe.

Proof. Let us begin by assuming that M’ is a safe transition system. Using proof
by contradiction, we can assume that there exists a bad state in M that is reachable
from the initial states. In other words, there exists an m € N such that 1(Sy) A
A T(Si, Sit1) A =P(Sy,) has a satisfying assignment s.
1€[0,m)
Since I(Sp) is satisfied, according to Definition [3.3][1] there is an extension of the as-
signment s satisfies I'(S), where Sy is a subset of Sj. Additionally, by Definition[3.3]2}

this assignment can be further extended to satisfy A T"(S;, 57, ).
1€[0,m)
Based on our assumption that M’ is a safe transition system, we have I’ (S(’)) A
A T'(S;, Sj,,) satisfied, which implies that A P’(S}). By Definition 3.33| we
1€[0,m) 1€[0,m]
have P(.S,,), which contradicts our initial assumption. O

3.2.3 Additional Experiments

In Chapter [4{6] we conducted experiments using benchmarks from HWMCC 2010,
which already included a substantial number of industrial benchmarks. To further
evaluate the toolkits, we ran more extensive experiments on benchmarks from HWMCC
2019, comprising a total of 317 instances, including both SAT and UNSAT instances.
For certification, we are only interested in UNSAT instances.

All experiments were executed in parallel on a cluster of 32 nodes. Each node was
equipped with two 8-core Intel Xeon E5-2620 v4 CPUs running at 2.10 GHz (with turbo-
mode disabled) and 128 GB of main memory. Furthermore, we allocated 8 instances to
each node, with a timeout of 2 hours and a memory limit of 16 GB per instance.

Table [3.1] presents the results comparing the certification performance of the BDD
and k-induction configurations. The columns provide the following information:

¢ Benchmark name;
e the inductive depth k;

* the size of the model (number of gates in thousands, i.e., total number of inputs,
latches, and and-gates);

* for the k-induction configuration: the model checking time and certification time
(in seconds), and size of the certificate (number of gates in thousands);

* for the BDD configuration: the model checking time and certification time (in
seconds), and size of the certificate (number of gates in thousands);

In total, the BDD-based model checker AIGTRAV successfully solved 48 UNSAT
instances, of which 44 were certified by CERTIFAIGER++. Similarly, the k-induction
based model checker MCAIGER solved 56 instances, with 52 being certified. Interest-
ingly, the two model checkers showed complementary behavior, as their solved instances
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had only 14 in common. It is worth noting that while these model checkers may not
be as competitive as state-of-the-art model checkers, their simplicity allows for easier
certification. Modern model checkers employ complex preprocessing and optimization
techniques that make certification more challenging, as it would require certifying the
additional techniques used, which is still ongoing research.

The table includes a selection of the most interesting benchmarks, while we do display
the average values for each component. A full comparison can be found in the next
section where we also include the results for temporal decomposition. In the BDD-based
setting, the average ratio of certification time to model checking time is 3.94, while
for the k-induction case, it is 1.90. This suggests that the certification overhead for
k-induction is relatively smaller compared to the HWMCC’ 10 benchmarks in Chapter [3]
One possible explanation is that the HWMCC 2019 instances were more difficult for
MCAIGER, resulting in a smaller certification overhead. At the bottom of the table, we
also report the outliers where certificate checking experienced timeouts: 3 for BDD-
based certification and 4 for the k-induction-based. Optimizing certificates to speed up
the certification process is indeed an interesting future direction.

3.3 Towards Compositional Hardware Model Checking
Certification

In our pursuit to further enhance the effectiveness of the generic certificate format
proposed in Chapter ] and[5] we tackle preprocessing techniques in Chapter[6] These
preprocessing techniques are commonly utilized in conjunction with base model check-
ing algorithms, such as k-induction, to improve the overall model checking performance.
However, with the goal of designing a generic certificate format as proposed previously,
we are faced with the challenging task of generating a single certificate for both the
preprocessing and base model checking. This is a non-trivial problem.

In Chapter [6] we focus on exploring the powerful technique of temporal decomposi-
tion, which is commonly utilized by state-of-the-art model checkers such as ABC [32].
As one of the contributions, we revisit temporal decomposition by defining a precise
formalism, which is an improvement over existing theories. In addition, we provide a
concrete example of a shift counter in Chapter [6] that showcases the significant benefits
of temporal decomposition. Specifically, our example demonstrates that utilizing tem-
poral decomposition can potentially lead to an exponential reduction in computational
complexity when compared to using k-induction alone.

To tackle the challenge of constructing a witness circuit for temporal decomposition,
our initial approach involved directly building the circuit. Unfortunately, we quickly
encountered difficulties as the formal definition became unwieldy and required a multi-
tude of auxiliary definitions for proper construction and especially formal proofs. We
therefore opted for a more elegant compositional approach, which breaks the proofs into
manageable parts. Given that temporal decomposition unrolls the circuit multiple times
from resets at the beginning, we introduce the concept of a forward circuit to define
the step-wise unrolling of a circuit. For certification purposes, we demonstrate how to
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construct the witness circuit in a step-wise backward manner. In the end, we obtain a
single unified witness circuit for the entire model checking process.

Our approach yields a certificate that conforms to the format proposed in Chapter [5]
enabling it to be verified with six simple SAT checks and a polynomial time stratification
check. We formally prove that our approach is complete, such that if temporal decom-
position and base model checking are successful, a valid certificate is guaranteed be
generated. Through experimental evaluation, we have demonstrated the efficacy of our
approach, showcasing its ability to efficiently verify certificates for both configurations.
Our results show the potential of our approach in providing an effective solution for
certifying model checking problems.

3.3.1 Compositional Certification

In Chapter [0 we adopt the same certificate format as used in Chapter [5] which is a
critical aspect of our work. Although the construction process itself is compositional,
the actual generated certificate is represented as a single circuit. This circuit is then
verified using the same six SAT checks stated as in Chapter 3]

Aside from that, the construction of the certificate in Chapter [6| differs significantly
from Chapter ] and [5| This difference arises due to the nature of temporal decomposi-
tion, which introduces additional considerations and complexities. As preprocessing
techniques are commonly employed alongside base model checking algorithms, it is
natural to construct the final witness circuit based on a certificate generated from the
base model checking process. This is also confirmed later in Chapter 8| where we tackle
a different preprocessing technique phase abstraction.

Temporal decomposition breaks down the model checking problem into two parts.
The first part involves a time-shifting of n steps. While revisiting the formal definitions
of this technique, it was necessary to introduce auxiliary variables to unroll the circuit,
which are referred to as stable variables in Chapter [f] These stable variables play a
crucial role in the definition of the forward circuit. The forward circuit represents the
resulting circuit after shifting the original circuit by one time step. Consequently, the
initial states of the forward circuit are the next states of the initial states in the original
circuit. With our circuit definition, in particular reset functions, it is essential to introduce
the stable variables as auxiliary variables used to encode the transition relation.

An alternative approach to the use of stable variables is to leverage cone-of-influence
analysis. Similar to the methodology employed in Chapter[8] we can identify variables
that lie outside the cone-of-influence. These variables do not appear in the transition
functions of other latches. By identifying and excluding them, we can reduce the number
of latches that need to be copied during circuit forwarding. This alternative definition
provides a more efficient way to handle circuit forwarding.

Definition 3.7 (Cone of influence). Given a circuit C = (I, L, R, F, P), the cone-of-
influence of P, denoted coi(P) is defined as the smallest set of latches such that:

» vars(P) C coi(P).
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o Ifl € L, forl € coi(P),vars(f;) C coi(P).

Definition 3.8 (Stable variable). Given a circuit C = (I, L, R, F, P), the set of stable
variables is defined as A = L\ coi(P).

3.3.2 Additional Experiments

In the following, we present the experimental results of our approach on the HWMCC’ 19
benchmarks. Fig. [3.4]3.5]and [3.6]illustrates the comparison of model checking perfor-
mance across different configurations. Surprisingly, on this particular set of benchmarks,
we observe that utilizing temporal decomposition does not yield substantial improve-
ments in overall performance. This observation holds true for both the BDD-based and
k-induction configurations. An explanation for this is that in the implementation of
CHMC, the transient latches are not removed from the circuit. The decision to retain
transient latches in the implementation of CHMC and set their reset and transition func-
tions to constant values (0 or 1) is motivated by the need to maintain latch indices and
simplify circuit handling. Doing so simplifies the circuit, however, the circuit size would
be much smaller if they are removed. This is left for future work.
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Figure 3.4: Comparison of different configurations on instances from HWMCC’ 19
including both SAT and UNSAT.
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Fig.[3.7) presents a comparison of certification and model checking performance on
the same set of benchmarks. In the TDy yxp configuration, a total of 56 UNSAT instances
were successfully solved, out of which 52 instances were certified by CERTIFAIGER++.
The average ratio for this configuration is 6.21. Similarly, in the TDypp, configuration,
48 UNSAT instances were solved, with 44 instances certified by CERTIFAIGER++ and
an average ratio of 3.32. With a few outliers, these results demonstrate the effectiveness
of the certification process in both configurations. This also motivates us to continue to
submit more benchmarks to SAT competitions.

Table [3.2]displays more detailed results, including the benchmarks that both configu-
rations solved and the benchmarks that experienced timeouts. The values of unstable
duration remain relatively small, which is similar to the results in Chapter[6|as well as the
original paper on temporal decomposition [[36]]. Even though at each circuit-forwarding
the active latches and inputs are copied once, this suggests that the cost of time-shifting
the circuit in practice is not so high.
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Figure 3.7: Model checking versus certification on instances from HWMCC’ 19.
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3.4 A Framework for Model Checking against CTLK Using
Quantified Boolean Formulas

In Chapter B8] we presented techniques for certifying safety properties in hardware
model checking. Our work in these papers represented a significant contribution to the
field of certification, particularly with regard to establishing a generic certificate format
for hardware model checking. In contrast, Chapter 7] was more of an exploratory study,
aimed at generating additional benchmarks for certification work.

In Chapter[7} we propose a BMC tool chain for a complete certification flow in the
context of QBFs, which includes an interesting translation from a temporal epistemic
logic CTLK (Computation Tree Logic with Knowledge) to QBFs based on a previous
theoretical work [[143[]. We used the Interpreted Systems Programming Language
(ISPL) to describe a multi-agent system and its specification in CTLK, which was then
translated to the QCIR format as input for the QBF solver. Our evaluation of the tool
involved conducting a case study on a Train-Gate-Controller, in which we additionally
demonstrated the process of encoding an ISPL model to QBFs. In fact, in the field of
multi-agent systems, the availability of benchmarks remains quite limited.

To verify the correctness of the verification results, we used the QBF solver to
generate a certificate in AIGER format. This certificate contained concrete solutions
with assignments to the variables, essentially serving as a witness for the truth value of
the formula. The resulting certificate in AIGER is verified by an independent SAT solver.
Upon reflection, we recognize that our proposed certification flow can be extended to
include the certification of SAT solving as well. Specifically, we can augment our tool
chain to generate certificates for SAT solving in addition to QBF solving. This would
further enhance the trustworthiness of our verification results.

We presented our tool in Chapter [7] that translates the bounded model checking prob-
lem of CTLK specifications to QBFs, which are then solved by a QBF solver. As a
promising avenue for future research, we are curious to investigate whether the certifica-
tion framework proposed in Chapter [}{8] can be extended to QBF-based model checking
beyond bounded model checking. This would further enhance the trustworthiness and
reliability of QBF-based model checking, paving the way for even more efficient and
effective verification of complex systems.

In Chapter [7| we presented our tool MCMASp; which translates a CTLK formula
together with a system description in ISPL into QBF formulas, based on the bounded
semantics of CTLK defined in [[143]]. The models used are interpreted systems, which
are compatible with ISPL.

Looking back at Chapter [7] it would be interesting to have a direct comparison of
QBF solving with a bounded model checker. This would however require encoding
both ISPL models and CTLK formulas into SAT formulas, which can be an interesting
direction for future work. Regarding related work, the authors of [119] presented a BMC
encoding for the existential fragment of CTLK and later published experimental results
for it in [97]]. Our tool covers the full fragment of CTLK.
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3.5 Certifying Phase Abstraction

In Chapter [§] we continued the work on hardware model checking certification by
focusing on generalized phase abstraction. Given that generalized phase abstraction
involves a series of transformations on the circuit under verification, we have chosen to
embrace a compositional approach, as outlined in Chapter 6]

Regarding the certificate format, we noticed that the previously defined stratified
simulation relation was not sufficient to accommodate cone-of-influence reduction used
in phase abstraction, therefore had to refine it further. As a result, we define the notion of
restricted simulation relation which allows a smaller witness circuit. This new certificate
format allows us to certify more techniques.

As stated in Proposition [8.5] the witness circuit constructed in Chapter [3fis still a valid
witness circuit according to our new definition of restricted simulation. However, as
for temporal decomposition, we proposed a compositional framework in Chapter [6] that
builds a certificate iteratively, this requires us to revisit the constructions and proofs. We
leave this to future work.

We also revisited phase abstraction using cube semantics. Similar to temporal de-
composition, phase abstraction also utilizes ternary simulation, however, for a different
purpose. For this technique, ternary simulation is used to quickly identify oscillating
signals. A third popular usage of ternary simulation is to identify equivalent gates, which
is implicitly included in the cube simulation definition and we plan to incorporate in
CHMC too. Based on this, we present the certificate construction for phase abstraction
including based model checking.

During the design process of the restricted simulation relation, our initial approach
involved introducing a new attribute in the circuit definition called oracles resulting in
anew model C = (I, L, R, F, P,O). These oracles were intended to have arbitrary
next-state values, meaning they did not possess a specific transition function. This
presented a challenge as it required distinguishing oracles from normal latches that
do have transition functions. Additionally, we need to extend the AIGER format, as
currently it does not support latches without transition functions. Furthermore, from a
practical implementation standpoint, incorporating oracles in the simulation checker
posed additional difficulties.
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Abstract We present a formal framework to certify k-induction-based model checking
results. The key idea is the notion of a k-witness circuit which simulates the given circuit
and has a simple inductive invariant serving as proof certificate. Our approach allows to
check proofs with an independent proof checker by reducing the certification problem
to pure SAT checks and checking a simple QBF with one quantifier alternation. We also
present CERTIFAIGER, the resulting certification toolkit, and evaluate it on instances
from the hardware model checking competition. Our experiments show the practical
use of our certification method.
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4.1 Introduction

In many verification applications, k-induction [124]] (also known as temporal induction)
is used as a powerful technique that reduces model checking to a series of SAT problems.
It has been extensively investigated as an effective approach for unbounded model
checking [58l/74]]. As a generalisation of simple induction, for a given safety property,
the k-induction method concerns a base case and an inductive case: the base case is a
bounded model checking problem with a depth of k; the inductive case assumes the
property holds for k consecutive steps, then checks it also holds for k£ + 1 steps. The
safety property is said to be k-inductive if both conditions are satisfied. The nature
of the k-induction algorithm allows it to be integrated with modern SAT/SMT solvers.
For example, reduction techniques such as preprocessing have been investigated with
k-induction in an incremental setting [55]]. The present state-of-the-art also concerns
combining k-induction with existing SAT-based model checking (SMC) techniques
including interpolation and property directed reachability [[76,/89]. Furthermore, k-
induction has also been extended to the context of infinite-state systems 39450, 66, 86],
as well as software verification [53]]. Another variant of this line of research is the use
of k-induction in sequential equivalence checking [[108]].

Model checking has been an effective technique for the verification of safety-critical
systems. In particular, applications deployed in industrial settings such as nuclear
facilities, increasingly utilise model checking to gain trust in the correctness of their
designs [[69},95\[133]]. In such ultra safety-critical applications the certification that the
model checking results are in fact correct is crucial. We argue that in model checking
generic machine checkable certification is still in its infancy in contrast to related fields.
For instance in SAT competitions [5,/79], certifiable proofs are mandatory. This has
helped to improve the trust we have in SAT solving results as well as the quality of SAT
solvers tremendously.

Even though counterexample validation is commonly used in model checking to
certify negative verification results through simulation, producing a generic machine
checkable proof on success is less straight-forward. To mitigate this problem, certifica-
tion of model checking has been suggested earlier in [46}(72,76,92L/111}/133L/140]], but
the methods presented in these works are either not directly applicable to k-induction (in
its vanilla form), produce k-induction specific certificates (fail to provide an inductive
invariant), or are considered to have exponential certificates. This apparently made
it hard to, e.g., require all model checkers to produce proofs in the hardware model
checking competitions.

As symbolic model checking of bit-level properties for hardware circuits is PSPACE-
complete, we introduce in this paper a novel certification framework for k-induction-
based model checking. Our proposed approach generates a fixed number of SAT prob-
lems together with a one-alternation only QBF, which are verified by an independent
certifier, thereby enabling the certification of k-induction proofs at lower complexity.
Our method efficiently extends the given model checking problem to finding a simple
inductive invariant of a larger circuit as a proof of k-induction of the original circuit.
In particular, the certificate size (as a circuit) is shown to be linear in size of the given
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model, and the inductive depth. We present CERTIFAIGER, which works as a complete
tool suite for certification, independent of any model checker. Experimental results show
that our technique works efficiently and can be adapted for practical use.

The rest of the paper is organised as follows: In Section4.2] we introduce the notion of
combinational simulation in the context of circuits. In Section we study the formal
property of combinational simulation and define k-induction-based model checking with
an example. In Section[6.5] we present our proposed certification approach followed
by theoretical results in terms of k-induction. We describe the implementation of our
tool suite in Section4.5] and report on experimental results in Section 4.6 Finally, we
conclude in Section

4.2 Circuits

In this section, we present a slightly non-standard notation to formalize systems. It
allows us to represent systems and particularly circuits symbolically in a compact way
and is crucial to reduce notational clutter in the following.

Let B(V') be the set of Boolean expressions (propositional formulas) over the Boolean
variables V. We also write B(I, L) to denote the set of Boolean expressions over I U L,
where [ and L are two sets of Boolean variables. Given two Boolean expressions f(V),
g(V') € B(V) we call them equivalent, written f(V) = g(V'), if they have the same
models. This notation is also applied to Boolean expressions over different sets of
variables by simply interpreting them over the union of their variables. We use “ ~ ”
for syntactic equivalence [51]], “ — ” for syntactic implication, and “ = ” for semantic
implication. To define semantical concepts or abbreviations we stick to equality “ = ”.

In the context of this paper, models are expressed in the form of finite logical circuits,
where states can be seen as truth assignments to latches and inputs. Initial states are
defined by the reset values of latches, in our case, represented by their reset functions.
For each latch [ in L, there is a reset function 7;(L) which is a formula (Boolean
expression) over a set of latches L, thus allowing cyclic definitions. Note that a cyclic
definition can lead to unsatisfiable reset formulas, in which case there are simply no
initial states. Additionally, for some L” C L, we define R(L") = A 1 ~ ri(L)

leL”

to allow us to analyse reset functions of individual subsets of latches. The transition
relation is expressed as a “next state" formula associated with each latch, whereas non-
determinism comes from inputs (which act as the environment). The successor value of
each latch is defined by applying its transition function on the current values of latches
and inputs. Intuitively, a safety property specifies that the system must not violate certain
behaviours, i.e., only “good states” are reachable. In this paper we focus on such simple
safety properties and leave liveness properties (see e.g., [92]) etc. for future work.

Definition 4.1 (Circuit). A circuit C' = (I, L, R, F, P) is defined as follows:
1. I: the set of Boolean input variables.

2. L: the set of Boolean latch variables.
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3. R={r(L) |l € L} is aset of reset function formulas.

4. F ={fi(I,L) |l € L} is aset of transition function formulas, such that for every
latch [ € L, there is a transition function formula f;(I, L) € B(I, L).

5. P(I,L) € B(I, L) is a formula encoding the (good states) property.

The reset functions characterise the initialisation of the circuit. Such definition of
reset abstracts the way how circuits are reset. As a short-hand we use L' ~ F (I, L)
to denote a conjunction of the corresponding equivalences, i.e., it is interpreted as

A U =~ fi(I, L). For clarity, we use subscripts as in L; to denote a copy of the latch
leL’
variables L in the temporal direction at some timestamp ¢, where Lg is the set of

latches at timestamp O when the circuit is supposed to be initialised. Note that, using
such transition functions to describe transition relations implies that there will always be
a successor state. The temporal evolution of a system is expressed using the notion of
unrolling, which has a specific length and follows the transition relation at each step.

Definition 4.2 (Unrolling). For an unrolling depth m € N, the unrolling of a circuit C'

of length m is defined as the formula U,, = A (Lit1 ~ F(I;, L;)).
1€[0,m)

Note that in this definition, we use I; and L; as sets of variables, whereas U, is a
formula. For m = 0, the conjunction is empty thus the formula is trivial.

Definition 4.3 (Initialised unrolling). An initialised unrolling of a circuit C', with
C=(I,L,R,F,P),isdefined as U,, A R(Ly), where U, is an unrolling.

We say an unrolling is safe if and only if the property holds at every timestamp along
the whole length of the unrolling.

Definition 4.4 (Safe unrolling). Unrolling U,, of a circuit C = (I, L, R, F, P) is said

to be safe if
Un= N\ P L)
1€[0,m]

Definition 4.5 (Safe initialised unrolling). An initialised unrolling U,,, A R(Lg) of a
circuit C = (I, L, R, F, P) is said to be safe if

Un AR(Lo) = N\ P(Ii L)
1€[0,m]

We are now ready to introduce the notion of a combinational extension between two
circuits. It is purely syntactic based on sharing inputs and latches.

Definition 4.6 (Combinational extension). Given circuits C' = (I, L, R, F, P) and
C'=I',L',R,F',P"), C' combinationally extends C if [ = I' and L C L'.
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As noticed above, this definition allows us to interpret the inputs and latches of a
circuit as being part of another circuit. In practice for instance we simply assume that the
first |L| latches of the circuit C’ are mapped to those of C' assuming some ordering of
the latches, as it is for instance the case in the AIGER format [22] used in the Hardware
Model Checking Competition (HWMCC) [[24].

To tackle the problem of generating a proof certificate for k-induction of the safety
of a circuit C, as is the main goal of this paper, we extend it to a larger circuit C’ with
additional “book-keeping” behaviours [[1]] for which we can show the same property
by using standard induction. To ensure that the resulting extended circuit C’ preserves
the original property, we provide a formalization through a combinational simulation
relation between two circuits, which needs to be formally verified by a certifier. One
important aspect of our design principles is to keep the complexity of the required
certification procedure low, in other words, to be done via pure SAT solver checks or by
solving a QBF with at most one quantifier alternation. This leads to a more complicated
non-standard design of the certification approach, the details of which will be described
in Section

From a practical perspective, under combinational simulation defined below in
Def. we require that the transition functions on the “common” parts of the two
circuits are equivalent. For the new latches, the transition functions are always satisfiable
(as they are functions), and thus we need no constraints on them. As second condition
we require that if the safety property P’ holds in the extended circuit, then the property
P holds in the original circuit. The last condition we need to check is that all the
new latches of the extended circuit can be initialised with some values whenever the
original circuit can be initialised and using the same values for initialising the common
latches. In other words, for all initialisations of the original circuit there is at least one
initialisation of the extended circuit with the same values for common latches.

Under these conditions Theorem B.9]in Section [4.3] shows that if the extended circuit
(in this sense) combinationally simulates the original one and the extended circuit is
safe then the original circuit is safe as well.

With some abuse of notation, we use 9L in a Quantified Boolean Formula (QBF)
to denote existential quantification over variables in L. As usual, free variables are
(implicitly) assumed to be quantified universally.

Definition 4.7 (Combinational simulation). Given circuits C' = (I, L, R, F, P) and
C'=(I',L',R', F', P") where C' combinationally extends C, we say that C’ combina-
tionally simulates C, if the following holds:

1. fil,L) = f/(I,L) forl € L, “transition”
2. P'(I,L')= P(I,L), and “property”
3. R(L) = 3(L/\L)R'(L). “reset”

In later context when verifying the combinational simulation relation between two
circuits, we refer to Def. as the transition check, Def. as the property check,
and Def. A7l as the reset check.
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4.3 Model Checking

In this section, we consider model checking via k-induction. The model checking
problem for safety properties concerns determining whether, given a circuit with a
property P, it is the case that P holds in all reachable states, i.e., the initialised unrolling
of a circuit of any arbitrary length is safe.

Definition 4.8 (Safe circuit). Let U,, be the unrolling of circuit C, C is safe iff U,, A
R(Lp) = A P(I;,L;) holds forall m € N.

1€[0,m]

Based on the above definition, we say the property P “holds” in C'if the circuit is
safe with respect to P.

Theorem 4.9. Assume that the circuit C' combinationally simulates the circuit C. If C’
is safe, then C' is safe.

Proof. We do a proof by contradiction. Let m € N be a bound for which the claim
does not hold. Thus the unrolling of length m of C’ is safe w.r.t. P, and therefore
UL, ANR(Ly) = A P'(I], L) holds. To obtain the contradiction we assume there
1€[0,m]
is a satisfying assignment s of U, A R(Lg) A= A P(I;, L;), which would make C
1€[0,m]
not to be safe. Thus R(Lg) needs to be satisfiable. Now the reset check of Def.
implies that R'(L{,) A R(Lg) is guaranteed to be satisfiable with L being a subset of L.
Moreover, by Def. the unrolling U/, of C’ is also satisfiable with the transition
function F' applied on the projected (“common”) component on both circuits. Also
for the new latches the fact that we use a transition function for them, they are also
satisfiable (transition functions guarantee that there is always a successor state for all
states). Therefore the initialised unrolling R'(L{)) A U;, is satisfiable. Furthermore, by
our assumption, A P’(I], L) holds. By Def. 4.7|2| and Def. 1, the projected
1€[0,m]
latches of C’ stay the same as L; for all ¢ € [0, m], and thus by Def. §|we have that
1€[0,m]

As usual, we call a formula ¢ to be an inductive invariant ¢ of a circuit C' if ¢
satisfies the following conditions: (1) R(L) = ¢(I,L), (2) ¢(I,L) = P(I,L), and
3) Uy A ¢(1o, Lo) = ¢(I1,L1). As a generalisation, k-induction looks at k steps of
evolution rather than 1 step by assuming the property holds in k consecutive timestamps
at the induction step.

Definition 4.10 (k-inductive). Given a circuit C with a property P, define the formula
St = N P(l;, L;). Then P is called k-inductive in C if and only if the following

1€[0,k)
two conditions hold:

1. Ug—1 AN R(Lg) = Sk, and “initiation”
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1 MODULE main 14 b0 := (c0 = FALSE);

2 VAR 15 bl := (c1 = TRUE) & b0;

3 r : boolean; 16 b2 := (2 = TRUE) & b1;

4 c0 : boolean; 17 ASSIGN

5 cl : boolean; 18 init(cl) := FALSE;

6 c2 : boolean; 19 init(c0) := FALSE;

7 DEFINE 20 init(c1) := FALSE;

8 a0 := TRUE; 21 next(c0) := lr & Im2 & (0 = a0);
9 al := c0 & a0; 22 next(cl) :=lr & Im2 & (¢l l=al);
10 a2 :=cl &al; 23 next(c2) :=Ir & Im2 & (¢2 = a2);
1 m0 := (c0 = FALSE); 24 SPEC

12 ml := (c1 = FALSE) & m0; 25 AG b2

Ju
w

m2 := (c2 = TRUE) & m1;

Figure 4.1: The SMV code for the Counter example.

Figure 4.2: The transition diagram of the Counter example. The initial state is “000”
(colored yellow). In the (gray) “bad” State “110” the property does not hold.

2. Up NSk = P(Iy, Ly). “consecution”

The first condition Def. [6.4]T]in this definition is called initiation check, also bounded
model checking check or simply BMC check on the initialised unrolling of length £ — 1,
whereas the second condition Def. [6.412]is referred to as the consecution check for the

unrolling of k. Note that a 1-inductive invariant is equivalent to an inductive invariant
when ¢(I, L) = P(I, L).

Example 4.11. We consider a simple example of an /N-bit counter, where the counter
counts up to a modulo bound m, then it resets to zero. There is also a reset signal which
works as an enabler, such that when the signal is set to 1, the counter is forced to reset.
The property checks whether the counter value reaches b. Here the exact modulo check
makes the model checking problem k-inductive (k = b — m + 1). More precisely,
for N = 3, the formal description of a 3-bit counter is given in the SMV language
in Fig. where m = 5,b = 6. (Note that our example can be easily extended to
integers too.) The state diagram of this system is shown in Fig.[5.3] The input values are
specified with the transition relations. This model is 2-inductive.
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4.4 Certification

In our suggested approach, certifying model checking results concerns finding and
checking an inductive invariant which implies the original specification, which in our
case, is the safety property P. To tackle the problem of certifying k-induction-based
model checking for any given circuit, in this section, we redirect the problem to generat-
ing a simple inductive invariant from a k-witness circuit, in which the original circuit is
combinationally simulated.

We start by defining the formalism of a k-witness circuit. The main idea is to
record the previous k£ — 1 states and inputs of the circuit observed during the execution,
“flattening" the k-induction procedure back to normal induction of a larger circuit. As a
result, the size of the circuit increases by a factor of k£, where k is the constant used in the
k-induction scheme. The k-witness circuit has k local components of inputs and latches.
Each component can be seen as representing a state in the original circuit. Whenever a
new state is saved, the oldest one is discarded.

One of the key technical challenges is the proper initialisation of the k-witness circuit.
We use an additional £ initialisation bits for indicating which components of the circuit
have been initialised. This helps accomplishing the combinational simulation relation
later. We say a component is initialised if its initialisation bit is T. At initialisation, the
k-witness circuit can be either fully or partially initialised. Fig. displays three ways
of initialising the components. In the case of full initialisation, the circuit pre-computes
k steps of the original circuit as the initial state of the k-witness circuit. Thus intuitively
in the full initialisation case the initial state of the k-witness circuit encodes the states
reachable in the k-step initialised BMC unrolling of the original circuit. In partial
initialisation scenarios the circuit instead pre-computes an initialised BMC unrolling for
fewer steps, where some components are left uninitialised. In the final case where there
are no pre-computed steps, the circuit simply runs from an original initial state, leaving
all the other components fully uninitialised.

In the definitions below, we use the superscript of i in L’ to denote a copy of latches
L in the spacial direction, such that we introduce a set of new latch variables for every
L*, where I' € L is the corresponding copy of I € L, and similarly for inputs. We refer
to [* as some latch in L?, where i is the index of a latch set L*. The formal definition
of k-witness circuit is given below. We continue to use subscripts for the temporal
direction.

Definition 4.12 (k-witness circuit). Given a circuit C = (I, L, R, F, P), and k € NT,
the k-witness circuit‘ C'=(I',L'R F' P ‘of C is defined as follows:

1. |I' |= I. For simplicity we also refer to I” as X*~!.

2. [I]=x0---UX*2UL0U-. U LF1 U B, such that,
a) X'is a copy of the original inputs, for all i € [0, k — 2].
b) L' is a copy of the original latches, for all i € [0,k — 1].
¢) B={t° ..., 0" !} is the set of initialisation bits.
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3. The reset function = {r)(L") | l € L'} is defined as follows:
a) Forz € X0U---uXk2 ¢ =g
b) Fori € [I,k —1),u’ = R(L") v u'*t! and vF~! = R(LF1).
¢) Forl € LY r] = ite(ul, 1,7 (L)).
d) Fori € [1,k), rj, = ite(u’, I*, fr: (X1, L™ 1)).
e) rgk,l =T.
f) 7y = —ul.

g) For: e [1, k — 1), rl’ﬂ_ — b’i—l v (R(Lz) A _\UH_I).

4. ={f/(I',L") |l € L'} is defined as follows:

a) Forie [0,k —1), f,(I', L) = "1

b) Forl e LFL, f(I', L") = fi( Xk, LF1).
¢) Forie [0,k —1), fi(I',L/) = 1"t
d) Fori € [0,k —1), fl,(I',L') = b"*!, and f}, (I, L) = b*~ 1.
5. The property is defined as P'(I', L") = A pi(I', L") such that:

1€[0,4]
a) Fori e [0,k — 1), i = (Li+! ~ F(X, L7)).

b po(I',L)= A (b ="

1€[0,k—1)
o p(I',L')y= A (b"—=h).
i€[0,k—1)
d) po(I', L) = (0" — P(X',LY)).
1€[0,k)
e) p3(I', L)) = (b=t A b — R(LY)).
1€[1,k)

0 pa(I', L) = b1

In Def. we list five parts of the k-witness circuit. For clarity, we explain each
part in more details in the following text:

1. The set of inputs is identical to that of the original circuit.

2. The set of latches consists of the original latches, k initialisation bits, and an addi-
tional k — 1 copies of inputs and latches which are introduced to save observations
of previous states.

3. The reset function is defined to allow non-deterministic initialisation (see Fig..3),
where we use helper variables u* for a more compact encoding. The formula u* is
satisfied whenever a component younger than the ith has the same reset value as
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' 1.

Figure 4.3: The diagram shows three possible initial states of C’. Here (1) illustrates
1-initialisation, (2) is ¢-initialisation, and (3) full initialisation. The grey area are the
uninitialised components (the “don’t care"s).

the original circuit. The reset functions of the X i Jlatches (for i < k — 1) ensure
they are initialised in a non-deterministic fashion. As for the initialisation bits B,
their reset values are deterministic, depending on the initialisation status of the
components.

4. The transition function of the (k — 1) copy of latches is identical to the original
transition function, while every older component simply saves the value of its one
timestep younger component.

5. Finally, the property is composed of five sub-properties, where h' is satisfied
whenever the two adjacent components follow the original transition relation.

Fig.[d4]illustrates a comparison of variable structures of the original circuit and its
k-witness (this also suggests their combinational extension relation). The area marked
yellow (left box and top right box on the right) consists of the same set of variables.
We consider each pair (X, L) as a component in the circuit and refer to (X*~1, LF—1)
as the most recent component (youngest copy), and (X, L?) as the oldest component
(copy). Additionally we also refer to the inputs I’ as X*~! for convenience.

The property P’ is comprised of five sub-properties. The monotonicity property po
expresses the monotonic nature of the initialisation bits. Intuitively, if a component is
initialised, all components younger than it should also be initialised. The transition
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C - I,L - XO,LO Xk—1 k-1

bO bk71 } B

Figure 4.4: The structure of input and latch variables in C and C’.

property p; expresses the property that every initialised component has to follow the
transition relation in the original circuit. Of particular interest is the k-safety property po,
which says the original property P needs to be satisfied in every initialised component.
The reset property ps expresses the property that in the case of partial initialisation,
the oldest initialised component needs to satisfy the original reset function. Finally, p4
expresses that at least the youngest component should have the initialisation bit set.

We now show the combinational simulation relation between the original circuit and
its k-witness circuit.

Theorem 4.13. The circuit C' is combinationally simulated by its k-witness circuit.

Proof. By the construction in Def. the inputs stay the same in the k-witness circuit
(', and the new latches are a superset of the original ones (the youngest component
in C’). Thus by Def. C’ combinationally extends C. Based on Def. 4.12J4] the
transition function of L*~1 is identical to the original one, which satisﬁes
In the new property, ps and py together imply P(X* 1 LF=1). In other words, the
original property holds in the most recent component. This then satisfies Def.
By Def. for every satisfiable assignment of R(L), the same assignment satisfies
R'(L) on the common latches (the youngest component). For all the new latches we
observe the following. Because the reset of the newest component is satisfiable with the
same assignment as in the original circuit, we can see that u*~1 is true in the k-witness
circuit and therefore all other u’ are also true. Therefore all the ite-statements of the
reset definition become trivially satisfiable. To complete the argument, by Def.
all the initialisation bits can be now set to L except b*~! which can be setto T. A
satisfying assignment of R'(L’) can thus be directly constructed (deterministically in
polynomial time) from any satisfying assignment of R(L). This implies the reset
condition of Def. holds. (Sidenote: This implies that the QBF check needed in the
combinational simulation relation could potentially be solved easily in practice for these
k-witness circuits.) Therefore C’ combinationally simulates C'.

O

In the following, we present the main result of this paper on the relationship between
a circuit C' and its k-witness circuit C” in terms of k-induction.

Theorem 4.14. Given a circuit C, a fixed k € N*, and its k-witness circuit C', P is
k-inductive in C iff P is 1-inductive in C'.
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Proof. We consider the two k-inductive checks in Def. for both directions. In
Theorem [4.21| we show that the BMC check (of the initialised unrolling of length k& — 1)
in C' passes, if and only if the same check (of the initialised unrolling of length 0) in
(' also passes. In Theorem we prove that if the consecution check of C’ passes,
then the consecution check also passes in C'. Lastly, Theorem [4.25| shows that if P
is k-inductive in C, then the consecution check of P’ using the unrolling of length 1
passes in C’. By combining them together, we conclude P is k-inductive in C'iff P’ is
I-inductive in C".

O

For the BMC check in the two circuits, we need to analyse three separate cases as
shown in Fig.[4.3] which correspond to Lemmas {.16| .17] and .T§] respectively. But
before this we need a technical Lemma.15|on the initialisation bits. In the following
context, we consider a given circuit C, and its k-witness circuit C’ with a fixed k.

Lemma 4.15. For the initialised unrolling of length 0 of the k-witness circuit C’, the
reset values of the initialisation bits By are deterministic and depend only on the
component with the largest index i € [0, k) for which R(L},) is satisfied.

Proof. Firstly, we define S = {i | R(L})}, based on which we consider two cases.

(1). By Def. [4.12|3|c), if —ug, then 0 € S. In this case, b) = T by Def. . 12|3(f), and
by Def. e)(g), by, ..., b~ are all set to T

(2). Otherwise we consider uj, where S contains at least some i € [1, k). Let m be
the maximum index in S, and m # 0. Since R(Lg"), ug’ is satisfied, so are u()”_l, e u(l],
while u" !, ... uf ! are not. In Def. g), foralli € S, R(Ly) A —u*™! is only
satisfied when i = m, thus bJ* = T. Therefore b, = T for all i € [m + 1,k). By
Def. f), b) = L, therefore for all i € [1,m),b) = L. O

Initialisation bits are indicators for the initialisation status of the k-witness circuit.
We observe that the sub-properties py, ..., p3 of the k-witness circuit trivially hold for
uninitialised components (i.e., those for which the initialisation bit is 0), while p4 solely
depends on b*~1,

Lemma 4.16. If the initialised unrolling of length k — 1 of the original circuit C' is safe,
the initialised unrolling of length 0 of the k-witness circuit C' is also safe, in the case of
1-initialisation.

Proof. Assume Ui_1 A R(Lg) = A\ P(I;, L;) such that the initialised unrolling
1€[0,k)

of C is safe. In the case of I-initialisation, we consider R'(Lj) A R(LE™!) as the
initialised unrolling of C’, as Uj is trivial. By Lemma and Def. for the
initialisation bits, only by ! is set to T and the rest remain L. The values of By
then satisfy po(Iy, Lg), p1(1h, Ly), pa(L), Lg) trivially. Every satisfying assignment
of R'(Ly) A R(LE™) satisfies R(Lo) with Lo = L' Iy = X¥~'. Similar to our
argument in Theorem Ui—1 N R(Lyg) is then also satisfiable. By our assump-
tion, P(X5~1, L") is thus satisfied. The premise of py (I}, Lj) is only satisfied for
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bE~1, and with the same assignment satisfying P(X5 1, LE~1), po (I}, L}) is also sat-
isfied. Lastly, the premise of p3(I{, L{)) is only satisfied for —|b’(§*2 A bgil, and since
R(LE™Y), ps (I}, L) is satisfied. Therefore we have P’ (I}, L}). O

Lemma 4.17. If the initialised unrolling of length k — 1 of the original circuit C' is safe,

the initialised unrolling of length 0 of the k-witness circuit C' is also safe, in the case of

t-initialisation.

Proof. Firstly, we assume Up_1AR(L) = A P(I;, L;). In the case of i-initialisation,

1€[0,k)

we consider R'(Ly) A R(LJ) A —u™ ! as the initialised unrolling of C’, where

m € [1,k — 1) is the largest index for which R(L{') is satisfied. As we showed

in Lemma 0"y ey b’gfl are set to T while 80, ...bg"il are | . Following Def.

Ly ~ F(Xg ', Ly forall i € (m,k), while all components older than m are

uninitialised. Every satisfying assignment of R'(L{)) A R(LZ) A ~u™~! also satisfies
/\ (Li+1 ~ F(Iz, LZ))/\R(L()) with Iifm = Xé, Lz’fm = L6 forall € [m, ]{7)

i€[0,k—m—1)

In the rest of the proof, we fix the assignment satisfying R'(L{,) A R(L{") A —u

Similar to our argument in Theorem Ur_1 N R(Ly) is satisfiable with our fixed

assignment. By our assumption, A P(X{, L}) is then satisfied. We now consider
i€[m,k)

P/(I}, L})). As the premise of po(I), L) is only satisfied for b, ..., by ", pa (I}, L})
is satisfied. Similarly for the transition property, with L) ~ F(X{™*, Li~") for all
i€ (m,k), pr1(I), L) is satisfied. Given the values of By, the monotonicity property
is satisfied. In addition, py(I}, L}) is also satisfied as b ' = T. Finally, the premise
of p3 (I}, L}y) is only satisfied for —b"~* A b, and as we already have R(LJ'), ps is
satisfied. O

m—1

Lemma 4.18. [f the initialised unrolling of length k — 1 of the original circuit C' is safe,
the initialised unrolling of length 0 of the k-witness circuit C' is also safe, in the case of
full initialisation.

Proof. We assume Up_1 A R(L) = A\ P(I;, L;) for the original circuit. Since
i€[0,k)

we consider full initialisation, R'(Lg) A R(Lg) A —uj is the initialised unrolling of

C'. Following Def. 4.1213] Li ~ F(X;~' Li~) foralli € [1,k). Every satisfying

assignment of R'(L{)) A R(LY) A —u} satisfies U1 A R(Lg) with I; = X¢, L; = L}

for all i € [0, k). The rest of the proof follows the same logic as in Lemmam O

Lemma 4.19. If the BMC check for the unrolling of length k — 1 of the original circuit
C passes, then the BMC check for the unrolling of length 0 of the k-witness circuit C’
also passes.

Proof. Based on Def. we consider the BMC check for all possible initial states.
Lemma 4.16} 4.17) and [4.18| cover the case-split over all initial states of C’ based on
whether each component satisfies the original reset function R(L}) or not. We show
that the BMC check of C’ passes under the same assumption for three initialisation

49



Chapter 4. CAV 2021
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Figure 4.5: The diagram shows the consecution check in C' and C”.

cases respectively. In particular, our construction in Def. 4.12)3] does not allow all
components to be uninitialised, in which case R’(L{,) becomes unsatisfiable (more
specifically, R'(LY) is unsatisfiable). We conclude the BMC check of the initialised
unrolling of length O passes in C.

O

We proceed to prove the opposite direction of the BMC check for C and C’ by
considering the reset status in the k-witness circuit.

Lemma 4.20. If the BMC check for the unrolling of length 0 of the k-witness circuit C’
passes, then the BMC check for the unrolling of length k — 1 of the original circuit C
also passes.

Proof. We assume the BMC check passes in the k-witness circuit, R'(L{,) = P'(I}, Lg).
We do a proof by contradiction by assuming the BMC check of length k£ — 1 fails for
the original circuit. Thus there exists a satisfying assignment s of Ux_1 A R(Lg) A

= A\ P(I;, L;). We can construct a satisfying assignment of R'(L{)) as follows. Let
i€0,k)

a € [0,k) be some index for which ~P(I,, L,) is satisfied. Let m € [0, a] be the

index for which R(L,,) A=\ R(L;) is satisfied. Let X'~ =1, ;, Ly 7' =

i€(m,a]
L,_;, b’g_l_i = T forall i € [0,a — m]. The rest of initialisation bits of By are set to L.
By Def. we have L; 1 ~ F(I;, L;) for all i € [m,a), which satisfies Def. [4.12]3(d).
As our construction satisfies R'(Lj), by our assumption, P’'(Ij, L) is satisfied. By
Theorem[5.13] P(1,, L) is satisfied. Since we assume s satisfies =P (I,, Lo ), we have
reached a contradiction.
O

As an immediate consequence of Lemma #.19]and .20] the BMC check of C' passes
iff the same check passes in C’. We record the result in the following Theorem.

Theorem 4.21. The BMC check for the unrolling of length 0 of the k-witness circuit C’
passes, if and only if the BMC check for the unrolling of length k — 1 of the original
circuit C passes.

We show in Fig. [f.5]an illustration of the consecution check in both circuits.
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Theorem 4.22. [f the consecution check for the unrolling of length I of the k-witness
circuit C' passes, then the consecution check for the unrolling of length k of the original
circuit C passes too.

Proof. We assume U] A P(I), Lj) = P (I}, L}) holds. We then do a proof by contradic-
tion by assuming that the consecution check for the original circuit fails. Thus there is a

satisfying assignment s of the formula Uy A A\ P(I;, L;) AN —~P(I}, Lx). Based on s,
1€[0,k)

we have a satisfying assignment for U{ A P'(I}), L{)) as follows. Let X} = I;, L} = L;,
and b} = T foralli € [0, k). Let X{™! = I;, L™ = L;, b1 = T foralli € [1, k]. We
now show this satisfies Lj ~ F'(I), L}). Since X ' = I, = X)and L' = L; = L}
for all i € [1,k), Def. a) and Def. c) are satisfied. Since s satisfies Uy,
by Def. it satisfies Ly ~ F'(Iy_1, Ly_1). With X} =1, | LF~' = L;_y, and
Lt = Ly, we have LF~1 ~ F(XF1, LE71), and thus Def. Ekb). As for the
initialisation bits, since all of them are set to T in both By and By, Def. .12]4(d) is
satisfied. As a result, U] is satisfied, and we continue to show the same assignment satis-
fies P'(I)), L,). Similar to our proof in Lemma[4.17] the values of By satisfy po(I(), L)
and p4 (I}, Lj)) immediately. As the premiss of ps (), L{,) is unsatisfiable, p3(1{, L)
trivially holds. Since Uy, is satisfied, by Def. we have L; 1 ~ F(I;, L;) which satis-
fies kY for alli € [0,k — 1), thus also py (1)), L{,). Lastly, since P(I;, L;) is satisfied for
all i € [0, k), the original property is satisfied in every component P(X}, L{), resulting
in the satisfaction of pa (), L(,). By our initial assumption, P’(I{, I1) is satisfied. By
Theorem we have P(X¥~1 LX=1), thus P(I}, L). We reach a contradiction here.
We can therefore conclude the consecution check of the original circuit passes. O

Lemma 4.23. If the safety property P is k-inductive in the original circuit C, the
consecution check of the unrolling of length 1 passes in the k-witness circuit C', given
that Lj, is partially initialised.

Proof. Assume P is k-inductive in C. Let U] be the unrolling of C’, and m € [1, k)
is some index such that b2, ..., bgn_l are set to L, while b]", ..., blg_l are set to T (as
we consider partial initialisation here). We do a proof by contradiction, and assume
there is a satisfying assignment s of the negation of the consecution check formula
Ui A P'(Iy, Ly) A —=P'(I7, L}). Since we assume P’ (1), L), it implies R(L{"), based
on p3 (I}, Lly). We also have L™ ~ F(X§, L) fori € [m, k— 1), based on p1 (I}, Lj).
Furthermore, U7 implies L} ~ F'(I}, L)), and by Def. L~ pXEY LEY).
Therefore the same assignment satisfies Uy_1 A R(Lq) where I;_,, = X, Li—m = L
foralli € [m,k), and Iy, = I, Lg—p, = Llffl. By our assumption that the BMC
check passes in C, we have P(X}, L) for all i € [m, k) and P(I}, L¥71).

We can then proceed to prove P’'(I7, L}) is indeed satisfied. Similar to our proof in
Theorem [4.22] based on Def. by = T foralli € [m, k) while bi = L for all
i € [0,m). Additionally, X = X3! L = L fori € [0,m — 1). The rest of the
proof follows the same logic as Theorem |4.22]for showing P'(I}, L}) is satisfied. We
then reach a contradiction here, and thus conclude the consecution check for C’ passes
in this case. O
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Lemma 4.24. [fthe consecution check for the unrolling of length k passes in the original
circuit C, the consecution check for the unrolling of length 1 passes in the k-witness
circuit C', given that Ly, is fully initialised.

Proof. Let U} be the unrolling of ¢’ with 3, .., bf ~* all setto T. Similar to Lemmal4.23|
we do a proof by contradiction, and assume there is a satisfying assignment s of
Ui A P'(I}, Ly) N =P'(I{,L}). By the transition property pi (1), L{), the compo-
nents follow the transition function F, such that Li™ ~ F(X} Li) foralli € [0,k —1).
Similar to our argument in Lemma U7 implies L’ffl ~ F (I}, LIS*I). We also
have A P(X{, L§) based on pa(I)), L)) and the values of By. The same assignment
i€[0,k)
thus satisfies U, A [/\ )P(LZ-, L;) where L; = Ly A I; = X} forall i € [0,k) and
i€[0,k

Iy =1, L, = Llf_l. Based on our assumption that the consecution of C passes, we
have P(I}, L}~1). Following the same reasoning in Lemma after one transition,
by =T foralli € [0,k),and X} = X Lt = Lt fori € [0,k — 1).

We can now show P’(I}, L)) is satisfied. The k-safety property po(1], L}) is satisfied
as we have proved p(X?, L}) for all i € [0, k). The transition property p (I}, L{) is
preserved, as Uy, is satisfied which implies LZ{H ~ F(X?, L}). Based on the values
of By, po(I1, Ly), p3(I1, L), pa(I1, L)) are satisfied immediately. We conclude the
P'(I1, L}) is satisfied thus we reach a contradiction. Therefore the consecution check
for C’ passes in this case. 0

Theorem 4.25. If both k-induction checks pass in the original circuit C, then the
consecution check of the unrolling of length 1 in the k-witness circuit C' passes.

Proof. First of all, we assume both checks pass in C'. We then do a proof by contradiction
by assuming there is a satisfying assignment s for the negation of the consecution
check Uy A P'(I}, L) A —P'(I{, L}). Since s satisfies U; A P'(Ij, L), we consider
two separate cases where the property P’'(I), L) is satisfied: full initialisation or
partial initialisation. Note when all b3, ..., b’g_l are set to L, P'(1), L)) is not satisfied.
Therefore applying Lemma and Lemma together, we conclude if both k-
induction checks pass in C, the consecution check of the unrolling of length 1 in the
k-witness circuit also passes. O

We briefly discuss why the k-witness circuit is linear in the size of the original circuit,
and the value k. If we consider the circuit size in terms of gate numbers, the number
of latches and inputs increase by a factor of approximately k. The transition functions
are copied k — 1 times, i.e., k — 2 times for reset in Def. 4.12]3(d), and once more in
[.12]4(b), while the k& — 2 copies in the property part[4.12]5(a) have the same arguments
and can be shared. For the reset predicates, defining R(L?) is linear in the number of
the latches, while u’ is linear in k. We apply the same logic when defining the property,
therefore we conclude our construction is linear in the size of the circuit and k.
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Figure 4.6: The architecture of CERTIFAIGER. C'is the input circuit in AIGER format
and k is the value given by a k-induction-based model checker. The final outputs of
the SAT solvers are given in the form of S/U, for satisfiable or unsatisfiable. The QBF
solver outputs true or false (7'/ F’) as the result.

4.5 Implementation

Based on our new construction we implemented CERTIFAIGER [38]], which works as
a tool suite comprised of multiple components as shown in Figure 4.6 The tool takes
as inputs a circuit which contains a safety property given in AIGER format [22]] and a
value k provided by a k-induction-based model checker which outputs a positive model
checking result. Upon invocation, internally the inputs are passed on to the k-witness
generator that parses the AIGER file and generates a k-witness circuit as defined in
Def.[4.12] The new safety property is a simple inductive invariant (to be verified) for the
k-witness circuit. We extended the reset logic definition of the existing AIGER format
defined by the authors of [22] to enable reset functions, whereas all previous AIGER
versions only allow reset values to be 0, 1, or uninitialised. The k-witness circuit from
the k-witness generator is given in this extended AIGER format.

To verify the inductive invariant ¢(I, L), as discussed in Section our certifier
generates three conditions. (Note that here we are only looking at extended circuits,
therefore we use L instead of L’.)

Condition ‘ Formula ‘ The inductive invariant . . .
“initiation” R(L)= ¢(I,L) ... must hold at all initial states.
“consistency” ¢(I,L)= P(I,L) ... must hold at all good states.
“consecution” | Uy A ¢(Ip, Lo) = ¢(I1,L1) | ...is preserved during the transition.
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In our implementation, the latch variables used in the inductive invariant are updated
with their next state literals after each transition. The consistency condition is rather
trivial here, as the inductive invariant is exactly the property in the k-witness circuit,
although this is only specific to our case.

Our certifier generates for each of the three conditions a (combinational) AIGER
circuit which is then checked by a SAT solver. In our implementation, we used the SAT
solver Kissat [21]] for checking validity of the formulas after they have been converted
to CNF by invoking AIGTOCNF from the AIGER library.

Furthermore, we implemented the combinational simulation checker for verifying the
combinational simulation relation described in Def. The checker takes as inputs the
original circuit and the k-witness circuit. It generates two AIGER files for the transition
check and the property check, as well as a QAIGER file for the reset check, as defined in
Def. Similar to the inductive invariant checker, the AIGER files are then converted to
CNFs and verified by Kissat. QAIGER is a standard format used in QBF Competitions.
In our experiments the formula is verified with the QBF solver QuAbS [127].

The tool CERTIFAIGER returns “SUCCESS" as a result if all six formulas hold,
meaning that the circuit C’ combinationally simulates C' and C” is safe by the 1-induction
proof. Thus by Theorem [4.9]the original circuit C is also safe. Note that this result holds
regardless of how C” is constructed.

Given a scenario where we would want to place trust on the correctness of the
extended circuit mapping inside the k-witness generator (to trust that the k-witness
circuit construction of Def. d.12]is correct and the program implementing it is also
provably correct), all three combinational simulation checks (one QBF and two SAT
checks) could be skipped in the certification procedure.

Intuitively, given a faulty generation of the k-witness circuit C’, the error would
either be caught by the combinational simulation check (due to an erroneous under-
approximation of the set of reachable states) or the inductive invariant check (due to
an erroneous over-approximation of the set of reachable states). Furthermore, we have
also done a sanity check of certification on failure, where the model checking results are
falsified by CERTIFAIGER. An incorrect value of k is detected by a negative result of
Veonsecs Whereas @;,;+ does not hold in cases where an initial state is a bad state.

4.6 Experiments

As described in previous sections, the complexity of extending the original circuit into
k-witness is linear in the size of the circuit, and the inductive depth. To evaluate the
practicality of our tool, we now report the experimental results obtained by evaluating
CERTIFAIGER against a number of widely used benchmarks. The benchmarks were
first run on the open source k-induction-based model checker McAiger [15]], which was
modified to give the values of k explicitly. All experiments were carried out on an Intel®
Core™ 19-9900 CPU 3.60GHz computer with 32GB RAM running Manjaro with kernel
version 5.4.72-1.

We start with the TIP suite benchmarks which were originally used in [58]]. The
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Figure 4.7: The time (a) and file size (b) comparison results for the TIP suite. The
benchmark names are shown on the x-axis. Average values are shown as the blue
horizontal line in each plot. The y-axis of (a) displays the time ratio of total certification
time and model checking time. The y-axis of (b) shows the expansion factor indicating
the comparison of circuit sizes (k-witness circuit v.s the original).

benchmarks were converted from .SMV to AIGER by invoking SMVTOAIG from the
AIGER library. Table[5.T|reports the certification results obtained, where the file names
are associated by the origin of the problems explained in [58]]. The table displays the
following information in each column:

1. the name of the AIGER file,

2. the verification time on McAiger,

3. the size of the original circuit, in terms of the number of gates (thousands),
4. the k-inductive value k given by the model checker,

5. the size of the k-witness circuit,

6. the time taken on the k-witness generator, and

7. the size and solving time (seconds) of each condition.

Note here we selected benchmarks that gave a positive model checking result, only in
which case the original property is k-inductive. Moreover, three instances that require
simple paths constraints (also called loopFiree constraints in [124]) were ruled out.
Handling these constraints is an interesting area for future study. We retrieved the
inductive depths k from the model checker McAiger, and compared with the results
in 58] to ensure the values are identical. As shown in Table the values of k vary
between 4 and 96. The SAT solver was able to handle the proof checking without
experiencing time-outs. We observe that the k-witness circuit generation time is rather
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small, compared with the model checking time as well as the proof checking time. In
the proof checking stage, Table [5.1] suggests that the SAT-solving time for @eonsec 1S
much higher than the rest of the formulas. This is as expected, as the formula oy sec 1S
in general more complicated than the rest, and appears to be the most difficult formula to
solve. In addition, QBF solving times are also worth-noting: in a few cases QBF solving
time is longer than for other formulas, however, in most cases, it is rather small. To
compare certification time with model checking time, we plotted the results in Fig. [d.7a]
where the y-axis shows the ratio of certification and model checking. Here certification
time is the sum of time taken on each component, assuming the six conditions are
computed in parallel. As shown in the diagram, the average time ratio is around 8, which
is quite promising. Furthermore, Fig. shows a comparison of circuit sizes, where
the expansion factor ¢ is computed by #T%(alternatively, #C' =¢e-#C - k). The
average value observed here is around 1.5. This is consistent with Def. .12} as we
expected the size of the k-witness circuit to grow linearly with respect to the original
circuit and the value of k.

We also used benchmarks from the Hardware Model Checking Competition (HWMCC)
2010 [20]. The benchmarks were pre-filtered by running on McAiger with a time-out of
15 minutes. A total of 513 instances were solved by McAiger, from which we selected
from the 216 unsat instances with a meaningful k (i.e., £ > 2). We also observed only
7 out of the 216 instances require simple path constraints. The results in Fig. 4.8| are
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sorted by the benchmark names, which enables us to compare individual benchmarks
from the same family. In most cases, similar to our previous observation from the TIP
suite, the SAT solving time of pconsec takes much longer than the rest, while in very
few cases it is less than the QBF solving time for ¢,.sc¢:. The average time ratio is
30, where we excluded 4 outliers in the plot coming from the pj20 family, that give a
worse result (total certification time > 15min). We observe that this was due to the high
format conversion time from QAIGER to QCIR [85] before the QBF solving handled by
QuAbS, while the actual QBF solving time was significantly smaller and more feasible.
We believe this can be overcome by generating an alternative format directly in practice.
Finally, similar to our previous TIP results, Fig. 4.9 shows the values of the expansion
factor with an average of 1.5.

In the final experiments, to further inspect the expansion factor, we generalise the
Counter example in Example B.T1] where we scale the number of bits to 500 with a
modulo value 32. To clarify the complexity of our construction for the k-witness circuit,
we ran experiments with different values of k. The results are shown in Fig. where
the x-axis shows the values of b up to 431, meaning the value of k£ was scaled up to 400.
The expansion factor gradually converges to a constant as we increase the value of b, as
we expected.
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Figure 4.10: The experimental results of the Counter example. The values of b are
shown on the x-axis.

As noticed above, overall our approach works efficiently in the certification stage,
in particular, in our implementation we adopted the linear construction of k-witness
circuit in Def. thus the size of the resulting AIGER circuit is linear in the size
of the original circuit, and the value of k. Each component in the tool suite works
independently from each other when performing verification, which increases trust in
the verification results.
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4.7 Conclusion

We propose an approach to certify k-induction-based model checking results, by ex-
tending the model to produce an inductive invariant. The resulting tool, CERTIFAIGER,
was evaluated experimentally on multiple sets of widely used benchmarks. The analysis
showed our approach can be adapted to use in practice.

Our certificates are linear in size of the original problem and k. Validation requires
several SAT checks and solving a simple QBF. In related work [27.[76] the worst case is
considered to be exponential. It is an interesting open question whether our notion of
combinational simulation requiring a QBF check for the reset condition can be changed
to use only SAT checks.

Further, we only considered k-induction without simple paths constraints, even though
such constraints on executions of the original model can in principle be handled by
adding unique state constraints to our k-witness circuit. For simplicity we stick to
models without such constraints, a restriction also made for instance in the hardware
model checking competition. Thus certifying k-induction with simple path constraints
is left to future work as well as handling different types of properties such as liveness
properties.

We also want to extend our approach to common preprocessing techniques including
temporal decomposition [36]] or retiming [90] with the goal to obtain a single certificate
(witness circuit). This goal is particularly challenging for complex multi-engine model
checkers [32,35]. Furthermore, we believe our approach can be extended to infinite-state
systems, where k-induction is commonly used.
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Abstract Our recently proposed certification framework for bit-level k-induction-based
model checking has been shown to be quite effective in increasing the trust of verification
results even though it partially involved quantifier reasoning. In this paper we show
how to simplify the approach by assuming reset functions to be stratified. This way it
can be lifted to word-level and in principle to other theories where quantifier reasoning
is difficult. Our new method requires six simple SAT checks and one polynomial-
time check, allowing certification to remain in co-NP while the previous approach
required five SAT checks and one QBF check. Experimental results show a substantial
performance gain for our new approach. Finally we present and evaluate our new
tool CERTIFAIGER-WL which is able to certify k-induction-based word-level model
checking.
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5.1 Introduction

Over the past several years, there has been growing interest in system verification using
word-level reasoning. Satisfiability Modulo Theories (SMT) solvers for the theory of
fixed-size bit-vectors are widely used for word-level reasoning [112}[113]]. For example,
word-level model checking has been an important part of the hardware model checking
competitions since 2019. Given the theoretical and practical importance of word-level
verification, a generic certification framework for it is necessary. As quantifiers in
combination with bit-vectors are challenging for SMT solvers and various works have
focused on eliminating quantifiers in SMT [[113}/114l/115]], a main goal of this paper is to
generate certificates without quantification which are thus efficiently machine checkable.

Temporal induction (also known as k-induction) [124] is a well-known model check-
ing technique for verifying software and hardware systems. An attractive feature of
k-induction is that it is natural to integrate it with modern SAT/SMT solvers, making it
popular in both bit-level model checking and beyond [39,/50,/86], including word-level
model checking.

Certification helps gaining confidence in model checking results, which is important
for both safety- and business-critical applications. There have been several contributions
focusing on generating proofs for SAT-based model checking [46,72(7692}/111,133|/140].
For example [73|] and [72]] proposed an approach to certify LTL properties and a few
preprocessing techniques by generating deductive proofs. In this paper, we focus on
finding an inductive invariant for k-induction. Unlike other SAT/SMT-based model
checking techniques such as IC3 [29] and interpolation [[105,[106]], k-induction does
not automatically generate an inductive invariant that can be used as a certificate [[102].
In previous research [137]], certification of k-induction can be achieved via five SAT
checks together with a one-alternation QBF check, redirecting the certification problem
to verifying an inductive invariant in an extended model that simulates the original one.

At the heart of the present contribution is the idea of reducing the certification method
of k-induction to pure SAT checks, i.e., eliminating the quantifiers. This enables us to
complete the certification procedure at a lower complexity, and to directly apply the
framework to word-level certification. We introduce the notion of stratified simulation
which allows us to reason about the simulation relation between two systems.

This stratified simulation relation can be verified by three SAT and a polynomial-time
check. The latter checks whether the reset function definition is indeed stratified. In
addition to that, we present a witness circuit construction which simulates the original
circuit under the stratified simulation relation thus creating a simpler and more elegant
certification construction for k-induction.

While the previous work only focused on bit-level model checking, we also lift our
method to word-level by implementing a complete toolsuite CERTIFAIGER-WL, where
the experiments show the practicality and effectiveness of our certification method for
word-level models.

The rest of the paper is organised as follows. Section[5.2]includes the preliminaries
where we fix the notation and basic concepts. In Section [6.5] we present the formal
definition of stratified simulation and the witness circuit construction for k-induction
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with an inductive invariant. We continue to show that the witness circuit simulates the
given circuit and provide a formal proof that the inductive invariant can be used as a
proof certificate. We give details of our implementation of the approach for both bit-level
and word-level model checking in Section [/.1] where we also provide experimental
results of our toolkits on different sets of benchmarks.

5.2 Background

This paper extends previous work in certification for k-induction-based bit-level
model checking [[137]]. In this section, we present essential concepts and notations.

For the sake of simplicity we work with functions represented as interpreted terms
and formulas over fixed but arbitrary theories which include an equality predicate. We
further assume a finite sorted set of variables L where each variable [ € L is associated
with a finite domain of possible values. We also include Boolean variables as variables
with a domain of {T, L}, for which we keep standard notations.

For two sets of variables I and L, we also write I, L to denote their union. Given
two functions f(V'), g(V') where V' C V' (represented as interpreted terms over our
fixed but arbitrary theories) we call them equivalent, written f (V') = g(V"), if for every
assignment to variables in V" and V' that matches on the shared set of variables V, the
functions f(V'), g(V’) have the same values. Additionally, we use “~ " for syntactic
equivalence [51f], “ — " for syntactic implication, and “ =" for semantic implication. To
define semantical concepts or abbreviations we stick to equality “=". We use vars(f)
to denote the set of variables occurring in the syntactic representation of a function f.

In word-level model checking operations are applied to fixed-size bit-vectors. We
introduce the notion of word-level circuits where we model inputs and latches as finite-
domain variables. The specification of a circuit is described in terms of a “good states"
property (so we focus on safety in this paper).

Definition 5.1 (Circuit). A circuit is a tuple C' = (I, L, R, F, P) such that:
e [ is a finite set of input variables.
» L is a finite set of latch variables.

e R={r(L) |l € L} is aset of reset functions.

F={fi(I,L) |l € L} is a set of transition functions.

P(I,L) is a function that evaluates to a Boolean output, encoding the (good
states) property.

By Def. a circuit represents a hardware system in a fully symbolic form. It is very
close to bit-level models encoded in AIGER [22]] format as well as word-level models in
BTOR2 [116] format - both used in hardware model checking competitions. A state in
the system is an assignment to the latches, and any state where all latches match their
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reset functions is an initial state. In order to talk about the reset functions of a subset of
latches L C L, we also write

R(L") = N (I~n(L)).

leL”

The inputs represent the environment, which can be assigned any value thus bringing
non-determinism to the circuit behaviour. The following four definitions are adapted
from our previous work [[137] for completeness of exposition.

Definition 5.2 (Unrolling). For an unrolling depth m € N, the unrolling of a circuit

C=(I,L,R,F,P)oflength misdefinedas Uy, = A (Lit1 ~ F(I;, L;)).
1€]0,m)

For clarity, we use subscript such as L; for the temporal direction (e.g., in the context of
unrolling), and later in the paper we use superscript for the spatial direction.

Definition 5.3 (Inductive invariant). Given a circuit C' with a property P, ¢(I, L) is an
inductive invariant in C' if and only if the following conditions hold:

1. R(L) = (I, L), “initiation”
2. ¢(I,L) = P(I,L), and “consistency”
3. Ui A o(lo, Lo) = ¢(I1, L1). “consecution”

As a generalisation of the notion of an inductive invariant, k-induction checks k steps of
unrolling instead of 1. In the following, to verify that a property is an inductive invariant,
we consider it as the special case of k-induction with k = 1 and ¢(I, L) = P(I, L).

Definition 5.4 (k-induction). Given a circuit C' with a property P, P is called k-inductive
in C' if and only if the following two conditions hold:

1. Up_1 A R(L()) = /\ P(Il7 Lz), and “BMC”
1€[0,k)
2. U N N P(I;,L;) = P(Iy, Ly). “consecution”
1€[0,k)

Definition 5.5 (Combinational extension).
Acircuit ¢’ = (I, L', R', F', P") combinationally extends a circuit C = (I, L, R, F, P)
if I=I'and L C L.

5.3 Certification

In this section we introduce and formalise our certification approach which reduces
the certification problem to six SAT checks and one polynomial stratification check.
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. . inductive
simulation . ant
invarian
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checker
Preset Ptrans Pprop Pinit Peconsist Pconsec

Figure 5.1: An outline of the certification approach. Given some value of £ and a model
C, ' is the resulting witness circuit. The coloured area is specific to our approach for
k-induction, and the rest corresponds to the general certification flow.

The certification approach is outlined in Fig. [5.1} Intuitively, a witness circuit is
generated from a given value of £ (provided by the model checker) and a model (either
bit-level or word-level). The witness circuit simulates the original circuit while allowing
more behaviours (we formally define it as the stratified simulation relation). In practice,
the witness circuit would be required to be provided by model checkers as the certificate
in hardware model checking competitions. To verify the stratified simulation relation
between the two circuits, three conditions are generated as SAT formulas (listed in
Def. [6.3).

We also perform a polynomial-time stratification check on the witness circuit. The
check requires that the definition of the reset function is stratified, i.e., no cyclic de-
pendencies between the reset definitions of the variables exist. This is the case for all
hardware model checking competition benchmarks. Even though cyclic definitions have
been the subject of study in several papers [|84,[100},/122]], they are usually avoided due
to the complexity of their analysis and subtle effects on semantics.

The approach in [[137] can handle cyclic resets but at the cost of QBF quantification,
and thus [[137] not being able to be efficiently adapted to the context of word-level
verification. Furthermore, the witness circuit includes an inductive invariant which
serves as a proof certificate, which is verified by another three SAT checks as defined in
Def. @ (Vinit, Peons, Peonsec)- Certification is successful if all seven checks pass.

We begin by defining stratified reset functions.

Definition 5.6. (Dependency graph.) Given a set of latches L and a set of reset functions
R = {r; |l € L}, the dependency graph G R has latch variables L as nodes and contains
a directed edge (a, b) from a to b iff a € vars(ry) and ry, # b.

Latches with undefined reset value are common in applications. We simply set r, = b
for some uninitialised latch b in such a case (as in AIGER and BTOR) to avoid being
required to reason about ternary logic or partial functions. Thus the syntactic condition
“rp # b” in the last definition simply avoids spurious self-loops in the dependency graph
for latches with undefined reset values.
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Definition 5.7. (Stratified resets.) Given a set of latches L, and a set of reset functions
R={r; |l € L}. Rissaid to be stratified iff G is acyclic.

Definition 5.8. (Stratified circuit.) A circuit C' = (I, L, R, F, P) is said to be stratified
iff R is stratified.

The stratification check can be done in polynomial time using Def. and it is
enforced syntactically in the two hardware description formats AIGER and BTOR?2.

Definition 5.9. (Stratified simulation.) Given two stratified circuits C' and C’, where C’
combinationally extends C'. There is a stratified simulation between C’ and C' iff,

1. r(L)=r|(L)forl €L, “reset”
2. fitl,L) = f/(I,L") forl € L, and “transition”
3. P(I,L')= P(I,L). “property”

In essence, the crucial change here compared to the combinational simulation definition
in [[137] is the reset condition, whose simplification was possible under the stratifi-
cation assumption. The above three conditions are encoded into SAT/SMT formulas
(Preset, Ptrans, Pprop N Fig. which are then checked by a solver for validity. In
the rest of the paper, we simply refer to the stratified simulation relation as simulation
relation.

Theorem 5.10. Given two circuits C = (I,L,R,F,P)and C' = (I', L', R', F', P'),
where C' simulates C. If C' is safe, then C'is also safe.

Proof.: We assume C’ is safe such that R'(L') AU} = /}) _P'(I}, L}) holds for all
€(0,2
1 > 0. To show that C is safe, we do a proof by contradijct[im]l by assuming the safety
check in C fails for some m such that R(L) A U, A =P(Ip,, Ly,) has a satisfying
assignment s and we fix this assignment. We can then construct a satisfying assignment
for R(L)AR'(L') (according to Def.[6.3) as under the stratification assumption for resets,
R'(L’) is guaranteed to be satisfiable with L being a subset of L{. This is the case as
the stratification of the reset function R’ does not allow any cyclic dependencies that
could potentially make R’ unsatisfiable. Moreover, by the transition check in Def.
the unrolling U, of C” is also satisfiable with the transition function F" applied on the
projected (or shared) components of both circuits. Since the rest of the latches in L’
follow a transition function, they are also satisfiable (transition functions guarantee
that there is always a successor state for all states). Therefore the initialised unrolling
R'(Ly) AU, is satisfiable. Furthermore, by our assumption, A  P’(I}, L}) holds. By

1€[0,m]
Def. projected latches of C’ stay the same as L; for all i € [0, m]; thus by Def.
we have that A P(I;, L;) holds. Therefore we reach a contradiction. O
1€[0,m]

Next, we introduce the witness circuit construction. This is similar to the construction
in [137] but differs in several details, e.g., the reset function definition is stratified and
significantly simplified compared to [[137]].
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Definition 5.11. (Witness circuit.) Given a circuit C = (I, L, R, F, P) and an integer
k € N, its witness circuit O’ = (I', L', R', F’, P') is defined as follows:

1. I' = I (also referred to as X*~1),

2. )=LF1yu...ULPUXF2U..--U XU B where,

o LF=1 = L, the other variables sets are copies of I and L respectively with
the same variable domains.

B = {bF=1 ... %} are Booleans.

L]

3. R
s forl € LK1 7} = ry(LF7D).
sforle LOU---ULF2UXU-- UXF 21 =1
i Ték—l :T.
» forie [0,k —1),r; = L.
4. F':

forl € LF=1 fl = fi(I', LF1).
¢ f[;k—l = bk_1~

forie [0,k —1),1' € (L"UX"U{b'}), f; = "1

5. PP= A pi(I',L") where
1€[0,4]
po(I', L)) = A (b} — b th).
i€[0,k—1)
pI\L)= N (= (L ~F(X',LY)).
i€[0,k—1)
pQ(Ile/) = A (bZ _>P(X17LZ))
i€[0,k)

ps(I', L) = A\ (201 AY) = R(LY)).
i€[1,k)

L]

. p4(I/,L/) — bk_l.

Here we extend a given circuit to a witness circuit, which has & copies of the original
latches and inputs, and additional k latches of B that we refer to as the initialisation bits.
We refer to the {k — 1}th as the most recent, and the Oth as the oldest. Intuitively the
most recent copy unrolls in the same way as the original circuit, with the older copies
copying the previous values of the younger copies. When all initialisation bits are T,
we say the machine has reached a “full initialisation" state.

Lemma 5.12. Given a circuit C with reset function R and its witness circuit C' with
reset function R'. If R is stratified, then R’ is also stratified.
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Proof. We assume R is stratified. By Def.[6.16] [3] the initialisation bits in B all have
constant initial values, and the copies of latches and inputs are uninitialised. Therefore
they have no incoming edges in Gg/ and we can remove them without removing any
cycles in G /. The remaining latches L*~! have the same reset functions as in C, which
by our assumption, are stratified. Therefore R’ is stratified. O

We now prove the stratified simulation relation between C” and C.
Theorem 5.13. Given a circuit C and its witness circuit C'. C' simulates C.

Proof. The inputs stay unchanged in the witness circuit, as well as the latches L (which
are mapped to L*~1), therefore C’ combinationally extends C. By Def. for
l € LF=1 v} = r;(L*~') and by Lemmal5.12| R’ is stratified thus satisfiable; therefore
the reset condition in Def. is fulfilled. By Def. fl = fi(I', Lk~1) for
| € L*¥~1. Thus the transition condition passes. The property condition follows as p4
and po of P’ together imply P. O

Next we prove that under the assumption that C” stratified simulates C, we have that
C is k-inductive iff C’ is 1-inductive. We proceed by first considering the BMC check.

Lemma 5.14. [f the BMC check for the unrolling of length k — 1 passes in C, the BMC
check also passes for the unrolling of length 0 in its witness circuit C'.

Proof. Assume Up_1AR(Lg) = A P(I;, L;) such that the initialised unrolling of C
i€[0,k)
is safe. We do a proof by contradiction by assuming the BMC check fails in C” such that
R'(Ly) A —P'(1}, Lj)) has a satisfying assignment s. We can then construct a satisfying
asignment for R(Lg) by using the mapping Ly = L’g_l. By our assumption of the BMC
check passing in C, we have P(Iy, Lg). According to the reset functions in Def.
bi~1 = T, and the rest of initialisation bits are set to L. The premise of po(1}), L}) is only
satisfied for b !, and with the same assignment satisfying P(X§ ", LE™1), po (1}, L})
is also satisfied. Lastly, the premise of p3(I}, Lj) is only satisfied for —bf 2 A bE~1,
and since R(LE™1), p3 (I}, L) is satisfied. Therefore we have P'(I}, L}), and thus a

contradiction is reached. O

Note that all that is proved here is that if C'is safe for k time steps then the circuit C’
is safe for one time step. This differs from the proof strategy in [137]] (Lemmas 3-5),
and allows for the simpler reset definition in this paper.

Lemma 5.15. If the property P is k-inductive in C, the consecution check for the
unrolling of length 1 passes in its witness circuit C'.

Proof. Based on our construction of the witness circuit, there are two possibilities
of a state: 1) C’ is partially initialised; or 2) all initialisations bits are set. In the
following proof, we consider the two cases separately. In both cases, we first assume P
is k-inductive in C'.

We start by considering the case where Lj, is partially initialised. Let U] be the
unrolling of C’, m € [1,k) be the lowest index such that b, ..., 66”*1 are set to L,
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while b, ..., bg_l are set to T, which follows from pg and ps. We do a proof by
contradiction, and assume there is a satisfying assignment s of the negation of the
consecution check formula U] A P'(1j, Ly) A =P'(I1, L}). Based on p3(1), L) we
have R(LJ'). We also have L™ ~ F(X§, L) fori € [m, k — 1), based on py (I}, L}).
Furthermore, U7 implies L} ~ F’(I}, L{)), and by the transition function construction in
Def. L’f‘l ~ F (X(’f_l, ng_l). Therefore we can construct a satisfying assignment
for U_1 A R(Lo) where I;_,, = X}, Li_y, = L} foralli € [m,k), and I}_,, =
I, Ly = Llf_l. The variables in Uy_; that are not yet defined have a satisfying
assignment since we use transition functions. By our assumption that the BMC check
passes in C, we have P(X}, L)) forall i € [m, k) and P(I], L*~1). We then proceed to
prove P'(I{, L) is indeed satisfied. Similar to our proof in Lemma 5.14] based on the
definition of transition functions in Def.|6.16} b% = T for all i € [m, k) while b} = L
for all i € [0,m). Additionally, X} = X,™, L} = Ly fori € [0, k). The rest of the
proof follows the same logic as Lemma|5.14] for showing P’(I, L)) is satisfied. We
then reach a contradiction here.

Now we continue to prove the second scenario where all initialisation bits are T.
Again, let U] be the unrolling of C’ with By = {b3, ..., b~} all set to T. We again do a
proof by contradiction assuming there is a satisfying assignment s of U] A P'(I{), Lj) A
—P'(I], L}). By the transition property p1 (I{, L{,), the components follow the transition
function F, such that L™ ~ F(X}, Li) forall i € [0,k — 1). Similar to our argument
above, U/ implies LY~ ~ F(I}, LE™"). We also have A P(X}, L}) based on

1€[0,k)
p2 (I, Lyy) and the values of By (i.e., the values of B at timepoint 0). Thus we have a

satisfying assignment for Uy A A P(I;, L;) with L; = LY A I; = X} foralli € [0, k)
1€[0,k)

and [, = X f‘l, Ly = L]f_l. Based on our assumption that the consecution of C passes,
we have P(I], L]ffl). Following the same reasoning as in the first case, after one
transition, b} = T foralli € [0, k), and X} = X, L} = L5 fori € [0,k — 1). We
will now show P’(I7, L) is satisfied. The sub-property po (11, L)) is satisfied as we have
proved P(X?, L}) foralli € [0, k). As Uy, is satisfied which implies LiT! ~ F(X? L})
fori € [0, k), p1(1y, Lp) is preserved. Based on the values of By (i.e., the values of B at
timepoint 1), po(I], L), ps(I1, L}), pa(I1, L} ) are satisfied immediately. We conclude
the P'(I{, L) is satisfied and we reach a contradiction. O

Based on Lemma [5.14]and [5.15] we immediately reach the following corollary.

Corollary 5.16. Given a circuit C' and its witness circuit C'. If the property P is
k-inductive in C, P' is 1-inductive in C'.

We continue to prove the reverse direction. Note that we are using the 1-inductiveness
of C’ in the following Lemma as an assumption instead of the BMC property as used in
the Lemma 6 of [[137].

Lemma 5.17. If the property P’ is 1-inductive in C’, then the BMC check passes in C
for the unrolling of length k — 1.
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Proof. We assume P’ is 1-inductive such that the consecution check (U] A P'(I}, Lj) =
P'(I{, L})) and the BMC check (R'(Lo) = P'(I}, L{))) pass. We then do a proof by
contradiction by assuming the BMC check in C' does not pass, meaning R(Lg) A Ug_1 A
- A P(I;, L;) has a satisfying assignment. We fix one such assignment and let m €
1€[0,k)
[0, k) be the index for which R(Lo) AUg_1 A N\ P(1l;, Li) A= P(Ip,, Ly,) is satisfied.
1€|0,m
We consider two separate cases based on the[valzle of m. In the case where m > 0,
we construct an assignment such that Uy A P'(Ij, Ly) A —P'(Iy, L) is satisfied. Let
L™ = L XE=mb = b= = T ford € [0,m), b = L forj € [0,k —m).
The assignment of the initialisation bits satisfies pg as well as py. By Def. we
have L;11 ~ F(I;, L;) for all i € [0, m), which satisfies the transition property. As

N P(I;, L;) is satisfied, py is also satisfied. Furthermore, p3 is satisfied as blg_m is
i€[0,m)

the oldest initialisation bit that is set, and ng_m = Lg. The same assignment satisfies
R(Lyg). Therefore P’(I}, L{) is satisfied. By our assumption that the consecution check
in C’ passes, we have P'(I{,L}). By Def. LAY ~ F(I), LE~1), thus under
our construction LY~! = L,,. By Def. P'(I, Ly) implies P(I}, L¥~'). We let
I{ = I,,, and have P(I,,, L,,) thus the contradiction follows. We then consider the
second case where mm = 0 such that R(Lg) A Ux—1 A = P(lo, L) is satisfied, where an
initial state in the original circuit is a bad state. Based on R(Lg) and the fact that R’ is
stratified, we can construct a satisfying assignment for R'(L}) with LE ™! = Lo, I}, = I
and the rest uninitialised. Under our assumption that the BMC check passes in C’,
we have P’(1j, L{,), and by p3 in Def. and under the variable mapping, we have
P(Iy, Lg). Therefore we reach a contradiction. O]

Lemma 5.18. If the consecution check for the unrolling of length 1 passes in the witness
circuit C', then the consecution check also passes for the unrolling of length k in C.

Proof. We assume U] A\ P(I), Lj) = P(I7, L)) holds. We then do a proof by con-
tradiction by assuming that the consecution check for the original circuit fails. Thus
there is a satisfying assignment s of the formula Uy A A\ P(I;, L;) A =PIy, Lg).
1€[0,k)
Based on s, we have a satisfying assignment for U; A P'(Ij, L)) as follows. Let
X} =1;,Li = Lj,and by = T fori € [0,k). Let X] ' = I;, LY"" = L;,b"' = T for
i € [1,k]. We now show this satisfies L} ~ F'(I}, L}). Since X!~! = I; = X} and
Llfl = L; = L} foralli € [1,k), the transition relation of copying the components
is satisfied. Since s satisfies Uy, by Def. it satisfies Ly ~ F'(Ix_1, Lx—1). With
X' =, LY = Ly, and LYY = L, we have LE! ~ F(X5Y LETY),
which satisfies the transition definition for the most recent copy. As for the initialisation
bits, since all of them are set to T in both By and B, the transition definition of B in
Def. [6.16]is satisfied. As a result, U7 is satisfied, and we continue to show the same
assignment satisfies P’(I)), L()). Similar to our proof in Lemma the values of By sat-
isfy po(I), L) and pa(I), Lj) immediately. As the premiss of p3 ([, L) is unsatisfied,
ps (I}, Ly) trivially holds. Since Uy, is satisfied, by Def. we have L; 11 ~ F(I;, L;)
forall i € [0,k — 1), thus also pq (I}, Ly). Lastly, since P(I;, L;) is satisfied for all
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i € [0, k), the original property is satisfied in every component P(X{¢, L}), resulting
in the satisfaction of po (I}, L)). By our initial assumption, P’'(I1, L)) is satisfied. By
Theorem we have P(X~1, L¥=1), thus P(I, Ly). We reach a contradiction here.
We can therefore conclude the consecution check of the original circuit passes. 0

We conclude the following corollary according to Lemma[5.17)and

Corollary 5.19. Given a circuit C = (I, L, R, F, P) and its witness circuit C' =
(I',L',R',F', P"). If P" is I-inductive in C', then P is k-inductive in C.

Theorem 5.20. Given a circuit C = (I, L, R, F, P) and its witness circuit C' =
(I',L',R',F', P"). Pis k-inductive in C iff P is I-inductive in C".

Theorem [5.20] follows Corollary [5.16|and [5.19] directly.

5.4 Implementation and Experimental Evaluation

We implemented the proposed certification approach into two complete toolkits [38]]:
CERTIFAIGER for bit-level, and CERTIFAIGER-WL for word-level. We evaluate the
performance of our tools against several benchmark sets from previous literature and
the hardware model checking competitions and report the experimental results.

5.4.1 Bit-level

We implemented our approach described in the previous section into an open toolkit
called CERTIFAIGER, which extends the certification toolkit CERTIFAIGER [137]]. Our
toolkit takes as inputs a model in AIGER [22] format and a value of k& which is given by
the model checker, then generates six SAT checks which are verified by a state-of-the-art
SAT solver Kissat [21]. Note that the AIGER format only allows stratified resets by
default.

We implemented a certificate generator based on the witness circuit construction as
described in Def. The generated witness circuit is passed to the certifier which
consists of three parts which are independent of each other. The stratification check
is implemented by the AIGER parser [22]. The simulation checker generates three
SAT checks as decribed in Def. [6.3] (the reset check, the transition check, and the
property check). The inductive invariant checker generates another three SAT checks
(the initiation check, the consistency check, and the consecution check). Note that the
inductive invariant checker is part of the general certification flow and is supposed to be
not only for k-induction but also for various other model checking algorithms. Here we
reuse the inductive invariant checker from CERTIFAIGER. The certification is successful
when all SAT checks are unsatisfiable.

For benchmarks we used the TIP suite from [58]] and benchmarks from the Hardware
Model Checking Competition 2010 [20]]. The performance of CERTIFAIGER++ was
evaluated against CERTIFAIGER on both sets of benchmarks. All experiments were
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performed on a workstation with an Intel® Core™ i9-9900 CPU 3.60GHz computer
with 32GB RAM running Manjaro with Linux kernel 5.4.72-1.

To determine the speedups of the new implementation proposed in this paper, we
performed experiments on the same sets of the benchmarks used in [137]]. The results
are reported in Table [5.1] There are significant overall gains in the initiation checks
(winit) as well as the reset checks (@reser). For the initiation check which checks the
invariant holds in all initial states, the performance improvement is largely due to the
simplification of the reset functions in the new witness circuit construction. Interestingly,
the SAT solving time for the new reset check is close to zero, which checks the equality
of the reset functions between the shared set of latches and the latches in the original
circuit. The explanation for such small execution time is that the reset functions for this
set of benchmarks are L for all latches, thus making the SAT checks rather trivial.

1000

5 3 hd rY)

Figure 5.2: Bit-level: the experimental results of the HWMCC 2010. The benchmark
names are shown on the x-axis. The time ratio on the y-axis is calculated by computing
certification time divided by model checking time. The black dots in the graph are
the results obtained from CERTIFAIGER and the grey dots are from CERTIFAIGER.
The straight line and the dashed line are the calculated means for CERTIFAIGER and
CERTIFAIGER respectively.

The results in Fig. [6.6] demonstrate that CERTIFAIGER in general is much faster
than CERTIFAIGER during the overall certification process. We plotted the time ratios
of the total certification time and the model checking time (ran on the model checker
McAiger [15]) against the HWMCC benchmarks. Compared to CERTIFAIGER, CERTI-
FAIGER achieved overall speedups of 2.46 times. As we can see from the plot, especially
for the instances with certification time greater than 500 seconds, the new implementa-
tion significantly improved the certification performance. We observe performance gains
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in most benchmarks, as the previous performance bottleneck for certain benchmarks is
the QBF solving time for the reset check. For other instances, the bottleneck is the SAT
solving time for the consecution check, which is also improved due to a simpler reset
construction (as part of the inductive invariant).

5.4.2 Word-level

We further lifted the method to certifying word-level model checking by implementing
an experimental toolkit called CERTIFAIGER-WL written in Nim. CERTIFAIGER-WL
follows the same architecture design as CERTIFAIGER and uses Boolector [[116] as
the underlying SMT solver. All models and SMT encodings are in BTOR2 [116]
format, which is the standard word-level model checking format used in hardware
model checking competitions. Upon invocation the tool first generates a witness circuit
according to the given value of k; then six SMT formulas from the inductive invariant
check and the stratified simulation check as described in Section [6.5] The resulting
SMT formulas are verified by Boolector. The stratification check is implemented in the
BTOR?2 parser. The certification passes if all six SMT formulas are proven unsatisfiable.
In the case of k = 1, no witness circuit is generated and the inductive invariant checker
is executed on the original model.

In order to evaluate our implementation and its scalability, we consider two sets of
experiments. First of all we consider the Counter example, in which there is a 500-bit
counter doing exact-modulo checks with initial value 0, and an enabler which resets
the counter value to 0. The counter increments by 1 at each timestamp until it reaches
a modulo bound m (then resets). The property encodes the fact that the counter value
does not reach some bad state b, which is then k-inductive with kK = b — m + 1. For
the experiments, we fixed the modulo bound at 32 and scaled the inductive depth up to
1000.

We ran all benchmarks on the word-level model checker AVR [70] to get the values
of k. Fig. shows the experimental results obtained with CERTIFAIGER-WL under
the same setting as Section[5.4.1] We record model checking time and certification time
separately to show comparison. Interestingly, the certification time is much lower than
the model checking time as can be seen in the diagram, meaning certification is at a
low cost. As the value of k increases, on average the certification time is proportionally
lower.

In Table [5.2) we report the experimental results obtained on a superset of the hard-
ware model checking competition 2020 [[121]] benchmark To select the benchmarks
presented, we first ran AVR with a timeout of 5000 seconds. We display the results in
Table [5.2] that are of particular interest with a running time of more than ten seconds
(there are 7 instances with k¥ = 1 which were certified and solved under 0.2s). We
observe that the certification time is much lower than model checking time. Including
certification would increase the runtime of AVR on the model checking benchmarks

! All benchmarks will be published in the artifact.
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by less than 6%. As expected, the consecution check as the most complicated formula
among the six takes up the majority of the running time.

+  Model Checking

800 Certification

0 200 400 600 800 1000
3

Figure 5.3: Word-level: model checking vs. certification time for the Counter example
with increasing values of k. The certification time is significantly smaller than the model
checking time.

5.5 Conclusion and future work

We have presented a new certification framework which allows certification for k-
induction to be done by six SAT checks and a polynomial-time check. We further lifted
our approach from bit-level to word-level, and implemented our method in both contexts.
Experimental results on various sets of benchmarks demonstrate the effectiveness and
computational efficiency of our toolkits. Time needed for word-level certification is
significantly smaller than the time needed for word-level model checking. This makes
adding certification for word-level model checking a very interesting and viable propo-
sition. The removal of the QBF quantifiers has reduced the theoretical complexity of
the problem compared to [137]] and also reduced the overall runtime overhead of the
certification.

We leave to future work how to certify k-induction with simple paths constraints.
Additionally, we plan to obtain formally verified certificate checkers by using theorem
proving. Finally, how to certify liveness properties is another important avenue of further
research.
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Table 5.2: Summary of certification results word-level benchmarks from the HWMCC20. Columns report the benchmark names, the value
of k, the size of the model (measured in number of instructions) and the generated witness, the model checking time, and certification
time (in seconds). Additionally we list the time Boolector took to solve the consecution check, as well as the ratio of model checking vs.
certification time. We only list the consecution check (Consec.) here as it takes up the majority of the certification time.

Benchmarks k #model #witness ModelCh. Certifi. Consec. Ratio
paper_v3 256 35 12801 10.25 1.14 0.90 0.11
VexRiscv-regch0-15-p0 17 2149 43077 10.31 4.04 3.29 0.39
zipcpu-pfcache-p02 37 1818 105874 13.95 4.40 2.73 0.32
zipcpu-pfcache-p24 37 1818 105874 14.35 4.49 2.83 0.31
zipcpu-busdelay-p43 101 950 145466 15.29 6.14 3.86 0.40
dspfilters_fastfir_second-p42 15 6732 115388 16.11 14.80 12.96 0.92
zipcpu-pfcache-p01 41 1818 117434 18.33 6.34 4.47 0.35
dspfilters_fastfir_second-p10 11 6732 84348 24.56 9.76 8.44 0.40
zipcpu-busdelay-p15 101 950 145466 58.17 8.18 5.89 0.14
gspiflash_dualflexpress_divfive-p120 97 3100 394412 63.58 22.07 14.58 0.35
zipcpu-pfcache-p22 93 1818 267714 166.07 23.66 19.06 0.14
VexRiscv-regch0-20-p0 22 2149 55862  240.50 16.76 15.76 0.07
dspfilters_fastfir_second-p14 15 6732 115388 354.01 21.27 19.44 0.06
dspfilters_fastfir_second-p11 21 6732 161948  627.69 46.88 44.30 0.07
dspfilters_fastfir_second-p45 17 6732 130908 1094.11 30.14 28.06 0.03
VexRiscv-regch0-30-p1 32 2150 81464 1444.47 83.38 81.95 0.06
dspfilters_fastfir_second-p43 19 6732 146428 2813.61 58.02 55.69 0.02
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Abstract In this paper, we revisit and formalize temporal decomposition, which is
one of the most basic, widely-used and effective preprocessing techniques in hardware
model checking. The main contribution is a certification framework for hardware
model checking using temporal decomposition as preprocessing. Our approach enables
generation of a single inductive invariant in a compositional way using inductive invariant
certificates provided by existing certifying model checkers on the result of preprocessing
a model through temporal decomposition. We implement and evaluate the method
on hardware model checking competition benchmarks. The experiments confirm the
effectiveness of temporal decomposition. The proposed certification approach makes it
feasible to generate a generic proof for model checking and preprocessing.
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6.1 Introduction

The study of compositional reasoning for safety-critical systems can be traced back to
a few decades ago [45]]. Compositional model checking breaks the model checking
procedure down into several smaller problems, thus enabling faster and more efficient
verification. For example, preprocessing techniques are widely used in current industry
in combination with standard model checking algorithms.

Among these, temporal decomposition [[36]] is considered important in industrial
hardware model checking [32,[37]]. It computes an over-approximation of reachable
states to efficiently find a set of transient signals that stabilize to their constant values
during any possible execution. A sequence of transformations is applied to the design
under verification, including time-shifting it from the reset states and elimination of
transient logic. The verification problem thus consists of verifying that the property holds
within the time frame the design has been shifted, and that the transformed circuit is safe.
For the latter an existing model checker that can provide certificates is employed, such
as k-induction [124]), symbolic model checking using BDDs [33]], and IC3/PDR [_29].

While progress in verification using compositional reasoning continues, the number
of certifiable approaches are limited [[25}/137]]. One central objective of verification is
to develop a standardised method to generate machine-checkable proofs for certifying
model checking [[137]]. This is especially crucial in safety-critical industrial environments,
as a faulty processor design can be extremely costly for a hardware manufacturer. Even
though a number of single-engine model checkers are able to generate proofs, a key
difficulty in this area is to produce a single generic certificate for complex verification
pipelines. Furthermore, as in SAT solving [78},/81, 83, proof generation becomes rather
involved when using preprocessing techniques, as the proofs from the preprocessors
need to be lifted to proofs for the original model checking problem. This problem
is exacerbated by the fact that the certificate given by a model checker can be more
complex than a simple inductive invariant [25,|137]. For these reasons there is currently
no viable industrial-strength model checker that provides certificates.

In this paper, we make a contribution toward this direction by revisiting temporal
decomposition and developing a novel, practical, compositional framework for certifying
the model checking result of the base engine and the employed preprocessing technique
in a single proof. The distinguishing feature of our approach is to generate a single
witness circuit as a certificate for the entire verification procedure, while related work [59)
73L/111]] relies on conceptually more complex deductive frameworks or has not been
applied to industrial relevant hardware model checking problems that we are targeting.
Different from [2,,59,73//111] as well as [92]] which aims at handling more expressiveness,
our work focuses on efficiently certifying safety properties which is the most prominent
part in hardware model checking competitions (HWMCCs) and arguably in an industrial
setting too. In addition to that, others have focused on either verifying model checkers
themselves or lifting it to theorem proving [61,|62,/135]]. Similar problems have also
been addressed in the context of software verification [[12,(13]].

The resulting certificate in our framework can be checked via six simple SAT checks
and a polynomial check following the certification flow established in [25]], thus reducing
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trusting a PSPACE hard model checking flow into verifying a simple certificate circuit
in co-NP. Our compositional approach breaks the formal proofs into manageable parts
while enabling more certifiable techniques. For demonstration we focus on the k-
induction algorithm as the base engine for the transformed circuit that provides a more
complex certificate, as well as a BDD-based model checker. The reason is that our
proposed flow requires model checkers to provide certificates for models with reset
functions, which is technically rather involved to add to existing complex multi-engine
model checkers, but a feature we want to encourage to be implemented.

Based on this, we have implemented a prototype certifying hardware model checker
CHMC that performs temporal decomposition and provides a certificate that can be
verified using a SAT solver. We also present two optimisations for detecting transient
logic in a circuit. The experiments show our tool is able to solve 29 (out of 818)
additional instances enabling temporal decomposition with the k-induction base engine,
and an additional of 39 instances using the BDD backend. Our method can produce
certificates for all instances solved by the model checker, and effectively verify them.

6.2 Background

This paper extends the set of certifiable model checking techniques thus adopts the
certificate format from [25,/137].

We assume a set of Boolean variables V. A literal [ is either a variable [ € V or
its negation. We denote B()) as the set of all Boolean functions over V conveniently
represented and with formulas (Boolean expressions). A cube is a non-contradictory
set of literals. For f € B(V) we write f|; to denote the formula after replacing all
occurrences of [ in f with T and all occurrences of -/ with L. This naturally extends
to cubes (interpreted as conjunction of literals). We also write vars(f) to denote the
variables that occur in f.

In the following we use a symbolic representation of hardware circuits matching the
notation of [25]] summarised below. This definition has the advantage of being highly
compatible with the AIGER format [22]] used for hardware model checking in practice.
Note that we use “ =" for semantic implication, “— " for syntactic implication and

[Y—

=" for semantic equivalence cf. [137].

Definition 6.1 (Circuit [[137])). A circuitis a tuple C' = (I, L, R, F, P) where I is a set
of Boolean input variables, L is a set of Boolean latch variables, R = {r;(L) € B(L) |
l € L} is aset of reset functions, F' = { f;(I,L) € B(I,L) | I € L} is aset of transition
functions, and P(I, L) € B(I, L) is the property formula.

We write R(L') = A (I ~r;(L)) for some L' C L, where “~ " is used for syntactic

leL
equivalence [51]. Furthermore L; denotes a copy of L in the temporal direction, thus
Un= A (Lit1~ F(I;, L;)) denotes an unrolling of length m.
1€[0,m)

Definition 6.2 (Stratified circuit [25]]). Given a circuit C' = (I, L, R, F, P) with R =
{r; |l € L}. The dependency graph G r has latch variables L as nodes and contains a
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Figure 6.1: State space of a 4-bit shift counter.

directed edge (a, b) from a to b iff a € vars(ry) and r, # b. The circuit is stratified iff
GR is acyclic.

Definition 6.3 (Stratified simulation [25]]). Given two stratified circuits C' = (I, L, R, F', P)
and C' = (I, L', R, F', P") where L C L'. The circuit C' is simulated by C" iff: (i)
r(L) = ri(L') for | € L (i) fi(I,L) = f{(I, L) for | € L: and (iii) P'(I, ') =
P(I, L).

Definition 6.4 (k-induction [137]). Given a circuit C, P is k-inductive in C' iff, (i)

Ug-1 ANR(Lo)= N P(I;,L;);and (i) Uy A N\ P(I;, L;) = P(Iy, Lg).
i€[0,k) i€[0,k)

We make use of k-induction [[124] formulated as a combination of BMC check and a
consecution check. It generalizes the concept of checking an inductive invariant which
is equivalent to 1-induction where the invariant is simply the property.

6.3 Overview

Temporal decomposition helps to simplify model checking by removing parts of the
circuit that are only needed for initialisation. Using it as a preprocessing technique,
the model checking problem is decomposed into smaller sub-problems. A series of
transformation is applied to the circuit by time-shifting it and removing transient signals
found via an over-approximation of the reachable states. We begin with an example to
show that it can be quite useful and complementary to model checking techniques such
as k-induction.

Example 6.5 (Shift Counter). Figure [6.1] shows the state transition diagram of the
considered circuit, i.e., a shift counter over 4 bits, with an initial state 1110, where the
least significant bit controls the operational mode and never changes. When this bit is
set to 0, a left shift is performed; if it is set to 1, the other bits operate as a three-bit
binary counter.

Consider the property that at least one bit is zero. As the diagram shows, it is 8-
inductive (as the single bad state with all bits one is not reachable, but the longest path
only having it as last state has 8 states). In the more general case, with an arbitrary
large number of bits n, the inductive depth & is exponentially large (2"~1) in n, for
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Figure 6.2: An outline of our certification framework (for duration of 3).
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a k-induction-based model checker. The size of the certificate for k-induction using
only the approach presented in [25]] without temporal decomposition would then be in
O(k - n) and thus exponential too.

However, if we consider only the reachable part of the state space, all bits are tran-
sient signals as they all eventually stabilise to zero. Therefore we can use temporal
decomposition to simplify the design by time-shifting it and removing transient logic.
The time-shifting depth (later we call it the duration) is linear in n as it grows linearly
in the number of bits. In this particular scenario, the model checking problem for the
terminal part becomes trivial. We only need a BMC check for the initial n — 1 time
frames. This leaves us with the problem: how to certify model checking with temporal
decomposition?

The overall certification approach we propose is outlined in Fig.[6.2] For this exam-
ple suppose we have a set of transient signals found that stabilise to constant values
with duration 3. In practice the time-shifting namely circuit-forwarding of a design
is implemented implicitly by computing the successor states originating from reset,
however, with the objective of producing elegant and compositional proofs, we construct
intermediate circuits forwarded by one transition only.

At each forwarding, the circuit gets unrolled by one time step from reset. For the
sequence of circuits Cy, ..., C'3, a bounded model checker is used to verify that all initial
states are good states. The last forwarded circuit along the pipeline (C3) is simplified
with transient elimination to obtain the factor circuit C%, which is given to a base model
checker (e.g., k-induction, BDD or IC3/PDR) that also produces a certificate (i.e., a
witness circuit [25]]). We now construct a composite witness circuit certifying both
the preprocessing algorithm for the transients and the safety property. We then build a
sequence of backward witness circuits while adding the BMC check for the initial states
each time. At each step W; is a witness circuit of C;. In the end, we get W) as the final
witness circuit with an inductive invariant for the entire procedure.

The final witness can be checked by an external proof checker [25]. If the check
passes, the original circuit is guaranteed to be safe. It is thus not necessary to trust
the correctness of the presented framework nor its implementation. The formal proofs
provided in the following sections serve to show that if the original circuit is safe, a
valid certificate can be produced.

81



Chapter 6. Submitted 2023

6.4 Temporal Decomposition

As one of our contributions we revisit temporal decomposition by defining a precise
formalism and proving its correctness, which is an improvement over the theory in [36].
We show that our method is complete and will provide a valid certificate whenever
temporal decomposition is employed.

In practice, temporal decomposition uses ternary simulation [[123]] to find transient
signals [36]. As generalization we define cube semantics and the notion of cube simula-
tion, that subsumes ternary simulation as well as other optimisations. We make use of
this in our implementation (see Section|/.1)).

Definition 6.6 (Cube simulation). Given a circuit C = (I, L, R, F, P), then a cube
simulation cg, - -+ , ¢s,- -+, C51 fOr 6, w € N is a sequence of cubes over latch variables
L such that,

. R(L) = Cp.

* Fori € [0, 0 + w) we require validity of ¢; A (L' ~ F(I,L)) = ¢, (L' and
¢;41 denote primed copies).

* In addition, it is called a cube lasso iff c5i, A (L' ~ F(I,L)) = c.

Note that for § = 0 and w = 0, it would simply be a self-loop. This symbolic
definition of cube simulation could be implemented directly by a symbolic engine.
However, ternary simulation is more appropriate for industrial benchmarks [36].

For brevity we omit (the natural) formal definitions here, but remark that a “bounded
version” of cube simulation is subsumed by model checking and in particular ternary
simulation does not yield more transients than those produced by Boolean constraint
propagation in the SAT solver. As a result, for SAT based bounded model checkers (and
therefore k-induction-based model checkers on satisfiable instances), there is hardly any
gain using temporal decomposition.

Proposition 6.7. Bounded model checking subsumes bounded cube simulation.

Under cube simulation, transient signals can be found by identifying those that stay
constant from a certain point onwards along the cube lasso.

Definition 6.8 (Transients via cube lasso). Given a circuit C and a cube lasso ¢y, - - - , c5,
-, C51w- A set of transient signals 7" is a cube over latches that satisfies ¢; = A [ for
leT
i€0,0+wl.

For the purpose of temporal decomposition, we could always time-shift the circuit by
9, however, it can make model checking of the final circuit easier to reduce this value
as much as possible. For a set of transients found via cube lasso, we formally define
the unstable duration of a circuit. It is the smallest value for which the last transient
becomes constant.
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Definition 6.9 (Unstable duration). Given a cube lasso cq, -+ ,¢s,- - , C54 and a set
of transients T, the unstable duration d < ¢ is the lowest index that satisfies ¢; = A [

leT
fori € [d,d + w].

For the rest of the paper, we simply refer to it as duration.
By taking the disjunction of all cubes from the duration onwards, we get an over-
approximation of all the reachable states in the time-shifted circuit.

Definition 6.10 (Loop invariant). Given a cube lasso ¢, -« ,cs,- -+, Cs4w, and a set of
transients 7" with a duration d. The loop invariant ¢ is defined as:

or = \/

i€[d,0+w]

An immediate observation is that the loop invariant is simply the inductive invariant
that implies the stabilised transients in the time-shifted circuit by the duration.

To formalize “time shifting” we introduce the notion of stable variables which have
the same values throughout the entire execution and do not appear in any other transition
function nor in the property.

Definition 6.11 (Stable variable). Given a circuit C = (I, L, R, F, P), the set A C L is
a set of stable variables if for all [ € A, the following holds:

s =1L
e foralll’ € L\{i},1 & vars(fy);
e | ¢ vars(P).

This simple purely syntactic definition of stable variables is the weakest condition that
allows us to avoid a spurious exponential blowup during circuit forwarding (Def. [6.12)).
Note that here identifying stable variables is a simple polynomial time check. Replacing
it with stronger conditions, such as cone-of-influence reduction [43]], after every forward
circuit construction would potentially yield a smaller certificate, which we leave to
future work.

A forward circuit is constructed based on a given circuit by copying the set of active
variables (i.e., non-stable), and updating the resets of the original active variables to
one transition ahead using oracles (uninitialised latches) instead of inputs. The formal
definition is given below.

Definition 6.12 (Forward circuit). Given a circuit C = (I, L, R, F, P) with a set of
stable variables A C L (we referto A = L\ A as the set of active variables). The forward
circuit C' = (I, L', R', F’, P) is defined as follows:

e I'’=LUI'"UA where I' and A’ are copies of I and A.

« R
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Forle AUA  rj =
ForleI',r];=1.
Forl e A,r = fi(I', A).

o F:
- Forle L, f] = fi(I,L).
- ForleI'UA fl =1

An alternative to Def. is to simply copy all latches when forwarding a circuit,
however, the resulting circuit would be exponential in the duration when doing so
iteratively.

For the forward circuit, we proceed to simplify it by removing the set of transients
that have been found. The resulting simplified circuit (namely factor circuit) is formally
defined in the following definition.

Definition 6.13 (Factor circuit). Given a circuit C = (I, L, R, F, P) and a set of
transients 7" from cube simulation. Its factor circuit is a tuple C|p = (I, L', R', F', P’)
such that,

o L' = L\wars(T).

e R={rr|lel}.
« F'={filr[lel'}.
.« P'=P|p.

An important observation we make is that the inductive depth of the property does
not increase after temporal decomposition, which is later confirmed in our experimental
evaluation. However, we have already seen in Example [6.2]an exponential reduction in
the inductive depth. We formally prove it and summarise it in the following theorem,
which follows directly from Lemmas [6.24] and [6.25] (see Appendix).

Theorem 6.14. Given a circuit C where the property is k-inductive. Let C|p be the
circuit resulting from temporal decomposition of C'. Its property is k-inductive.

6.5 Certification

In this section, we present a compositional certification framework that is complete.
Along the model checking procedure with temporal decomposition, a certificate can
be automatically generated by the model checker following the format defined in this
section.

Example 6.15. Consider the scenario of a delayed clock (Fig.[6.3). The clock has one
bit (the second bit in the diagram) that oscillates between zero and one after the enabler
bit (first bit) is set to one. There is only one initial state where the clock is set to zero
and enabler bit not set. A state is bad if the clock is high without being enabled.
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Figure 6.3: An illustration of the overall certification flow for the delayed clock example.
Initial states are marked with an additional arrow; bad states are marked gray.

After preprocessing, a base model checker is called for verifying the factor circuit (In
Fig.[6.3] the property of the factor circuit is already an inductive invariant thus the factor
circuit is simply the certificate). It is required to provide a certificate that is then used to
build the final certificate. We give a formal definition of the general certificate format
below.

Definition 6.16 (Witness circuit). Given a circuit C, a witness circuit W = (I, M, S, G, Q)
of C satisfies the following:

¢ W simulates C under stratified simulation relation.

¢ () is an inductive invariant in W

L/

Factor IL\T]
Circuit - @

&)

Composite
Witness @
+— -
M L'l M
I L| [L\T~-~

Figure 6.4: Constructing composite witness circuit.
Since the method is compositional, with the witness circuit of the factor circuit

produced from the model checker, we combine it with the loop invariant for cube lasso
to construct a composite witness circuit that certifies both.
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Definition 6.17 (Composite witness circuit). Given a stratified circuit C' = (I, L, R, F, P)
with the loop invariant ¢ for the set of transients 7', and its factor circuit C|p =
(I,L',R', F', P") with its witness circuit W' = (I, M’,S',G',Q’). The composite
witness circuit W = (I, M, S, G, Q) is constructed as follows:

M = LU (M\L).

« S:forle L,s; =mr;forl € M'\L',s; = s.
« G:forle L,g = fi;forl e M'\L', g, = g].
* Q=0¢r(L)NQ(I, M)

Intuitively, in the composite witness circuit we add back the previously eliminated
transients. The new property simply combines the loop invariant from cube simulation
and the property of the witness circuit of the factor circuit, which is an inductive invariant
in the composite witness circuit.

Theorem 6.18. Given a stratified circuit C, its factor circuit C|p with an inductive
invariant ¢, a witness circuit W' of C|r, and the composite witness circuit W. Then
W is a witness circuit of C.

We now introduce backward witness circuit built based on a given witness circuit for
one backward step, as illustrated in Fig.[6.5] Intuitively, at each backward step, the back-
ward witness circuit certifies the BMC check for the initial states of the corresponding
circuit C' while maintaining and delaying the behaviours of the given witness circuit 1’
by one step.

This is achieved by using one bit b which becomes constant true exactly one step after
initialisation. At reset, W has the same values as C, with the additional latches holding
the reset values from TW’; once b is set, it operates as WW’. Recall that when constructing
the forward circuit, an additional copy of inputs and active latches is added for copying
the initial values of those in the given circuit. Since input values are non-deterministic,
this needs to be recovered when constructing W such that the inputs are copied to ensure
matching values.

Definition 6.19 (Backward witness circuit). Given a stratified circuit C' = (I, L, R, F, P),
and its forward circuit C’ = (I, L', R, F', P). Let W/ = (I, M',S’",G’,Q’) be the
witness circuit C’. The backward witness circuit W = (I, M, S, G, Q) is defined as
follows:

1. M = MU {b}.

2. 8 ={s; |l € M} such that:
e Forle L,s; =r.
* Forl € M'\L,s; = s.

‘Sb:J_.
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3. G={g; |l € M} such that:
e Forle L,g = fi.
» Forl € M'\L', g; = ite(b, g}, s).

» Forl' € L'\L, gy = ite(b,l',1) where [ is the literal with the same index in
TUAasl!'inI" UA' (= L'\L).

cq=T.

4. Q= N ¢;, where

i€[0,3]
e qo=P(I,L).
cq1=b—=Q(,M).
* g =-b— R(L).

* g3 ="b— S/(M/\L).

We can thus obtain a witness circuit that certifies (i) the property holds at reset for
forward circuits and (ii) the transformed property holds in the factor circuit. In an
iterative manner eventually we can construct a witness circuit for the entire pipeline
illustrated in Fig.[6.2] Here the property consists of four subproperties: ¢ is the original
property; g; states that the property from W' needs to hold when b is set; ¢ states that b
is false only at initialisation; and g3 states that all latches except those in L need to hold
the reset values as in W,

L L| L’
IAA Forward IAALLA
@ Circuit @
—_— > e ———
§ Backward §
@ Witness @
-— - -—
L| L'| MM L| L'| M
I|NATAY - | b I|NAT A -

Figure 6.5: An illustration of the latch contents of circuits. C' is a time-shifted circuit
with latches of A (stable variables) and A (active variables). We obtain C’ by adding
a copy of I’ and A’ which are used for unrolling the initial states. W’ is the witness
circuit simulating C’. In addition to the common latches L', M’ can also include
a set of unknown latches (potentially generated from the model checker). W is the
backward witness circuit, containing all latches from M’ and an additional bit b used for
an initialisation step.
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By Def. [6.16] the backward witness needs to pass the six SAT checks for the stratified
simulation relation and the witness inductiveness, as well as the stratification check of
its reset functions. We summarise this in the following theorem.

Theorem 6.20. Given a stratified circuit C where the property holds in all reset states,
the forward circuit C' with its witness circuit W', and the backward witness circuit W
as defined in Def.[6.19, Then W is a witness circuit of C.

The above concludes the description and formal proof of our certification framework.
To perform temporal decomposition on a given circuit under verification, we use cube
simulation to find a set of transient signals and determine the duration d. The original
circuit is then time-shifted by constructing forward circuits iteratively d times. After
eliminating transient signals we obtain a simplified circuit that is then given to a base
model checker for verifying the simplified safety property while producing a witness
circuit. We construct a final witness circuit by building backward witness circuit d times
again in an iterative manner. This final witness circuit serves as a single certificate for
both preprocessing and backend model checking. It can be easily verified by an external
certifier.

6.6 Implementation and Experimental Evaluation

We implemented the method proposed in Section [6.4] and [6.5]in the certifying model
checker CHMC [40]]. Our model checker CHMC supports two configurations for the
backend solver performing certification on simplified models (i.e., factor circuits) after
preprocessing: k-induction and BDD. As factor circuits use reset functions, we extended
the k-induction-based open-source model checker MCAIGER [16] to support reset
functions and also extended the tool presented by the authors of [25] to generate witness
circuits. For the BDD-based configuration, we used the simple BDD-based model
checker AIGTRAVEI developed at JKU Linz which already supports reset functions.
We reencoded the convergent BDD to an AIG encoding the membership in the set of
reachable states, which is simply the inductive invariant. The witness circuit is the
factor circuit having the inductive invariant as the new property. Our model checker
CHMC then performs witness composition and backwarding to generate the final witness
verified by CERTIFAIGER++ [38].

In principle our approach naturally works for any model checker that produces a cer-
tificate (e.g., IC3/PDR, interpolation), however, currently the available implementations
for these do not support reset functions nor do they follow the pre-defined certificate
format. It seems non-trivial to do so for certain model checkers. Note that a simple
constraint-based construction to eliminate reset functions does not solve the problem,
as the produced certificate needs to be lifted for the overall certification. It is however
natural to modify symbolic model checkers to support reset functions, which we strongly
encourage for extending the certification capability to a larger set of model checking
tools.

'Source code was provided to us directly by the author of AIGTRAV.
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Figure 6.6: Comparison for temporal decomposition with k-induction (TDying) and
BDDs (TDppp) and the base engines on HWMCC10 instances. We show the results of
the best performing solver for each instance with temporal decomposition (TDyjps) as
well as the best performing solver without it (VBS).
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State-of-the-art model checkers such as ABC [32] use additional preprocessing tech-
niques and are multi-engines for efficient verification, which are hard to separate from
each other thus making it difficult to certify a complete model checker with a multitude
of preprocessing algorithms. However, we have shown how the certification of an
important preprocessing technique, namely temporal decomposition, can be certified in
a compositional manner. We believe that similar compositional certification techniques
can be identified for other preprocessing techniques. In particular the approach used
here can be used for any other preprocessing technique subsumed by cube simulation.

104 E|
103 E
102 E

10! 4

Certification [s]

100 3

1071 4 {

1072 E ® TDyjng: 11.54
1 TDBDD: 0.77

102 1071 10° 10! 102 103 104
Model Checking [s]

Figure 6.7: Certification vs. model checking time.

To increase trust in our tool we generated 42 million random circuits [22] and checked
all produced certificates. We used the HWMCC’ 10 benchmarks [[20] and additionally
scaled the shift counter example for further evaluation. All experiments were conducted
in parallel on 32 nodes of a cluster. Each node has access to two 8-core Intel Xeon E5-
2620 v4 CPUs running at 2.10 GHz (turbo-mode disabled) and 128 GB main memory.
We allocate 8 instances to every node with a timeout of 2 hours and memory limit of
16 GB per instance.

We studied the impact of the preprocessing technique on k-induction and BDD-based
model checking. The preprocessing (ternary simulation and circuit transformation)
terminated within 200ms on all instances. Fig.[6.6displays the number of instances
solved over time by the four configurations. We observe that CHMC with k-induction
(TDxing) outperforms the rest. It verified a total of 557 instances, among which 235
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Table 6.1: Columns report cycle length (w), stem length of cube lasso (¢), duration (d),
no. transients found (7), inductive depth of factor circuits (k), original model size (#A[f[),
model checking time (t57(s)), certification time (t¢(s)), and certificate size (#A[f[). All
circuit sizes (#ﬁ) are measured in no. thousands of gates including latches and inputs.
The certification time is the total of generation time and SAT solving time. We report
three mean values on different subsets of benchmarks. Mean TDgpp and TDy,q are
computed over 223 and 235 instances respectively, where certification checks terminated.
Mean TDq, concerns the intersection of both sets, from which we display 20 instances
that produced the biggest certificate sizes for TDyjpg. Additionally, we list 5 instances
at the bottom for which the BDD-based algorithm succeeded in model checking the
simplified circuit, but produced certificates that could not be checked within the time
limit.
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are UNSAT. In particular, compared with base MCAIGER (kind), we gain 29 UNSAT
instances. We further inspected the inductive depths of the original circuits and their
simplified ones; the results match the claim of Theorem [6.14] In our benchmark set
k was reduced for 19 instances. As for the BDD configuration (TDgpp), CHMC
performed well on SAT cases, solving an additional of 39 instances. These results
clearly demonstrate that simplifying transient logic in circuits can be beneficial for
model checking.

We now proceed to evaluate the certification framework on both k-induction and BDD
configurations. Table [6.1] summarises the results obtained on certifying the HWMCC10
benchmarks, where we display a subset of interesting instances (sorted by witness size).
CHMC was able to produce certificates for all 235 unsatisfiable instances that it was able
to model-check. For the k-induction variant, all certificates were successfully verified,
with a mean ratio of certification time and model checking time of 11.54, which can be
further inspected in Fig. This shows the practicality of our method.

On average, duration d tends to be small, which can be partially explained as the
starting sequence in designs playing a role. On the BDD variant, the average ratio
of certification and model checking time is 0.77. However, 5 instances experienced
time-outs when verifying the certificates produced by the BDD backend. Indeed, the
BDD algorithm can produce large certificates due to the nature of using the exact set of
reachable states as the inductive invariant.

We further investigate the shift counter example by scaling the number of bits (n).
The results obtained are reported in Table [6.2] As expected, we found that temporal
decomposition significantly simplifies model checking, whereas MCAIGER quickly ex-
periences timeouts. Note that in this particular example, the value of k simply decreases
to 0 on the simplified model which becomes trivial after temporal decomposition.

6.7 Conclusion

While certification for model checking has been studied for decades, the number of cer-
tifiable approaches are still limited. In this paper we revisited the popular preprocessing
technique temporal decomposition by formally defining it and proving its correctness.
We further present a certification framework in a compositional manner, that builds a
single witness circuit. The approach was evaluated on a wide range of benchmarks. Note
that our framework requires model checkers to allow reset functions, that is a feature we
would like to encourage existing model checkers to implement. Experimental results
show that our approach is quite effective in practice.

In the future we plan to investigate other preprocessing techniques such as retim-
ing [90]] and phase abstraction [26]]. Furthermore, our simple generic model checking
certificate makes it appealing to work on verified proof checkers too.
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6.8 Appendix

Lemma 6.21. Given a circuit C, a cube lasso co, -+ ,Cq,-++ ,C5, "+ , Cs10, and a set
of transients T with a duration d. Let C' be the resulting circuit of applying circuit
forwarding to C iteratively d times. The loop invariant is an inductive invariant of C’

for the property N\ L.
leT

In the following proposition, we state that the conjunction of the factor property

P|7 and A [ (i.e., the transients are constant) implies the original property. The same
leT
follows for reset and transition functions.

Proposition 6.22. (P|r A A1) = P, (RlrAA 1) =R, and (Flp AN\ 1) = F.
leT leT ler

Lemma 6.23. Given a stratified circuit C. Its forward circuit C' is also stratified.

Proof. Based on the reset function definition in Def. the reset functions of A U A’
are the same as in R(L), which are acyclic. The variables in I’ are uninitialised, thus do
not depend on the rest of the variables. As R/(A) only uses variables distinct from A,
we conclude C” is stratified. O

Lemma 6.24. Given a circuit C = (I, L, R, F, P) where the property is k-inductive.
LetC" = (I, L', R, F', P') be the factor circuit. P’ is k-inductive in C'.

Proof. We do a proof by contradiction by assuming P’ is not k-inductive in C”. First we
consider the case where the BMC check fails in C” (i.e., U, _;AR'(Lo)A— A P'(1;, L)
i€[i,k)
has a satisfying assignment). By Lemma [6.21] the transients stay constant in C', and
by Propositions [6.22] we can construct a satisfying assignment for Uy_1 A R(Lg) A
- A P(I;,L;). This contradicts our assumption. The second scenario where the
i€[i,k)
consecution check fails in C’ follows the same logic. O

Lemma 6.25. Given a circuit C = (I, L, R, F, P) where the property is k-inductive.
Let C' = (I, L', R', F', P) be the forward circuit. P is k-inductive in C'.

Proof. We provide a proof by contradiction assuming P is not k-inductive in C”. Simi-
larly we assume R'(Ly) AU,y A= A P(I;, L;) has a satisfying assignment. By
1€[0,k)
Def. [6.12|the same satisfies R(Lg) AU A=~ A P(I;, L;). This implies that a bad
1€[1,k]
state 1s reachable from the initial states thus contradiction. We then consider the conse-
cution check fails in C" such that U, A A P(I;, L;) A =P(I}, Lj) has a satisfying
1€[0,k)
assignment. By Def. [6.12]the transition function stays the same for the common latches
thus the same assignment satisfies the formula Uy A A P(I;, L;) A =P(Ix, Ly).
1€[0,k)
Therefore we have reached a contradiction. O
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6.8.1 Proof of Theorem 2

Given a stratified circuit C, its factor circuit C|7 with an inductive invariant ¢, a
witness circuit W’ of C|p, and the composite witness circuit W. W is a witness circuit
of C.

Proof. We show that W simulates C'. The factor circuit C|7 is obviously stratified as C'
is stratified by Def. The witness circuit W is also stratified. The reset functions
of L remain the same in W, and R(L) do not contain latches in M’ \ L’. Thus W is
stratified. Based on Def. the common latches L C M and inputs are the same
in both circuits. As the reset functions and transition functions of L remain the same,
this satisfies the reset check and transition check. Since W’ is a witness of C|p, we
have Q' = P’, where P’ = P|7 by Def. Since ¢7 is an inductive invariant for
transients and by Lemma [6.21] we have ¢ = A [. By Proposition [6.22] we have

Q) = P. Therefore W simulates C. o

We then show the BMC check passes (S(M) = Q(I, M)) by assuming that S(M )
and thereby R(L) A S'(M'\ L') holds, and shall proceed to the conclusion ¢ (L) A
Q'(I,M'), by Def. We begin with R(L) and may deduce ¢7(L) immediately
since Lemma|6.2T]applies to C' and the circuit is in its reset state.

From this point on, our attention will be on the subset of L that is free of transients, L’
by Def. We have R(L') = R'(L’) again by Def. and then R'(L') = S'(L)
since W’ simulates C|p, which by Def. implies the resets to be the same. We
combine this with the second half of our initial assumption to arrive at S’(M’). The
witness circuit W' is therefore at reset, and its inductive invariant (1, M) holds. We
conclude with Q(I, M).

We make the observation that G(I,L) = F(I,L), F(I,L\T) = F'(I,L\T) =
G'(I,L \ T) by Def. and Def. The latter together with Def. gives
us G(I, M') = G'(I, M’). Assume a fixed satisfying assignment for V3 A Q(Io, Mp),
where V] is the unrolling of length 1 in V. By the observation above, this also satisfies U;
and V{ which are the unrollings of C' and W’ respectively. By Def. the assignment
satisfies ¢7(Lo) A Q' (1o, M) which are inductive invariants in C' and W respectively.
We thus have ¢ (L1) A Q' (1], M7). As we have shown the inductiveness of () with the
BMC check and consecution check, together with the simulation relation, we conclude
W is a witness circuit of C'.

O]

6.8.2 Proof of Theorem 3

Given a stratified circuit C' where the property holds in all reset states, the forward
circuit C’ with its witness circuit W', and the backward witness circuit W as defined in
Def. Then W is a witness circuit of C.

Proof. First we show W is stratified. By Def.[6.19] S(L) = R(L), therefore stratified
and does not depend on latches outside L, and S({b}) is independent of other variables.
Furthermore, for the rest of latches M’ \ L, the reset functions are the the same as in
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W' therefore stratified. We conclude that W is stratified. By Def. L C M and
the inputs [ stay the same in W. Based on Def. for the common latches L, their
reset function and transition function are the same as in C, and gy = P. Therefore W
simulates C.

We proceed to prove that the BMC check passes in W, i.e., S(M) = Q(I, M). Since
b is false at reset, ¢ is trivially satisfied. The reset also directly implies R(L) and
S’(M'\ L), which gives us g2 and g3. We have ¢ since the property holds at reset in C'.
We then move on to prove the consecution check passes (Vi AQ (1o, Moy) = Q(I1, My)).
We consider two cases based on the value of by and begin with the case b = T.
By Def. since b always transitions to true, ¢2(/1, L1) and g3(I1, L;) are trivial.
Additionally, q; (1, M7) implies Q' (I1, M]) which by Def. implies P(I1, L),
as C' and C' share the same property. Thus we only need to show Q'(I1, M) holds
after one transition to satisfy ¢; (11, M;). Consider a fixed satisfying assignment for
Vi A Q(Ip, My) and b is true. We show that the same assignment satisfies V; (the
unrolling of W). For latches in M’\ L’ this follows directly from the definition. By
Def. [6.16|and Def. [6.12] L has the same transition function in all 4 circuits (Fig. [6.5)).
The latches in L'\ L stay constant which matches Def. The rest follows from
Def. With this, g1 (1o, M{) gives us Q'(Io, M{)) which is an inductive invariant in
W'. Q' (I, Mq) follows.

Now consider a satisfying assignment where b is false thereby R(Lg) and S’ (M{\ Lo).
By Def.[6.12] for the latches in L the transition function matches the reset function in
(', thus we get R'(L1). The latches in L'\ L copy the values of I U A. By Def.
R/(I) holds trivially and R’(A}) follows from R(Lg). We get R'(Lj\L1). Together
with the previous result we have R’(L}), which by Def.|6.3|yields S’(L}). The reset for
the rest of the latches M\ L’ follows directly from Def.[6.19]and we get S’(M]). Since
the inductive invariant of W’ holds in its reset we conclude with Q' (11, M7).

O

6.8.3 Additional Experimental Results

In this section, we present additional experimental results to further illustrate our findings.
Previously, in Figure[6.6] we showcased the overall performance comparison for both
satisfiable and unsatisfiable instances. Now, we examine the performance comparison
separately for these instances.

As depicted in Figure our plot indicates that the usage of temporal decomposition
as an additional preprocessing step does not appear to provide significant benefits for
k-induction in the case of satisfiable instances. This observation aligns with Proposition
1, which sheds light on the underlying explanation. However, it is worth noting that
temporal decomposition demonstrates a remarkable improvement when employed in
conjunction with the BDD-based algorithm.

In Figure [6.9] we observe that both algorithms exhibit noticeable benefits from
incorporating temporal decomposition as a preprocessing step in the case of unsatisfiable
instances. This outcome emphasizes the positive impact of temporal decomposition in
enhancing the performance of these algorithms.
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Figure 6.8: Number of model checking problems solved as a function of time for
HWMCCI10 benchmarks on SAT instances. Temporal decomposition is particularly
beneficial for BDD-based model checking on SAT instances.
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Figure 6.9: Number of model checking problems solved as a function of time for
HWMCCI10 benchmarks on UNSAT instances. On these instances, temporal decompo-
sition does not seem to help much for the BDD-base engine while TDyjyg outperforms
the rest.
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Abstract We present a novel bounded model checking (BMC) tool chain for multi-
agent systems. This framework automatically translates the verification of system models
against properties formulated in computation tree logics with epistemic modalities
(CTLK) into quantified Boolean formulas (QBFs). Our framework exploits recent QBF
technology for solving those verification problems and for certifying the result, making
the implementation of a dedicated CTLK solver obsolete. The translation to QBF is
based on existing theoretical work and implemented in our novel tool MCMAS,¢ which
extends the open-source model checker MCMAS. First experimental results are very
promising and indicate the practical feasibility of our approach. Furthermore we provide
novel benchmarks to the QBF community.
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Figure 7.1: The complete MCMAS ¢ tool chain.
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7.1 Introduction

Multi-agent systems (MAS) are nowadays applied in various fields to describe com-
plex systems. For example, MAS are used to formalize the interactions of different
components that act independently [54]]. To verify their correctness, Computation Tree
Logic with knowledge (CTLK) has been introduced [[129]]. Besides temporal operators
like “Always”, “Until”, and “Finally”, CTLK also includes formulas with knowledge
modalities K;¢ expressing that “Agent ¢ knows ¢”.

With CTLK it becomes possible to perform model checking for MAS [99]. Model
Checking [4,42,44] is an important technique for verifying safety-critical systems
against properties expressed in temporal logics like LTL or CTL. To deal with the so-
called state explosion problem of model checking, SAT-based bounded model checking
(BMC) [19] was introduced. To obtain more compact encodings of BMC problems than
possible with SAT, encodings of BMC to quantified Boolean formulas (QBFs) have been
presented [52]]. Such encodings exploit the power of existential and universal quantifiers
to avoid duplications of formula parts.

In this paper, we present a fully automatic tool chain for verifying descriptions of multi-
agent systems against properties in CTLK. Therefore, we implemented MCMAS g for
translating such BMC problems to QBFs building upon the bounded semantics of CTLK
introduced in [[143]].

7.2 The MCMAS; s Tool Chain

Our tool MCMAS ¢ [104]] extends MCMAS [98]], an open-source model checker for
the verification of multi-agent systems supporting various temporal epistemic logics.
We reused the parser of MCMAS to obtain the interpreted system data structures based
on which we generate the QBF encodings. We implemented the translation of bounded
semantics of CTLK into QBFs based on the theoretical work in [[143]] which includes
both existential and universal fragments of the logic. As an approximation to unbounded
model checking, the bounded semantics considers a finite state space where each path in
the system is restricted to a length of k. However, in the verification process the search
space is extended progressively as the formula is evaluated.
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The input of MCMAS s is an ISPL file which contains a description of the system
and a CTLK formula for the property to be checked. ISPL is an agent-based, modular
language based on the interpreted systems [63]] formalism commonly used for MAS.
Our extension is invoked with parameters

—-QOBFbmc [k] [QCIR-File] [ISPL-File],

where k is a value specifying the bound followed by an ISPL file and a QCIR output
file for the QBF. Our tool MCMAS s is embedded in the tool chain as shown in
Figure ??. It produces QBFs in the most general variant of the QCIR format [85], i.e., in
non-prenex form which allows to position quantifiers arbitrarily within a formula. Since
there is no state-of-the-art QBF solver that supports this general format, an additional
prenexing step is necessary to shift the quantifiers to the front. For example, the formula
VaIy¢ A Ya3by has to be rewritten to Va, x3b, y(¢ A 1). Therefore, we implemented
a simple tool that performs not only quantifier shifting, but also the translation to the
cleansed QCIR format that requires the names of the Boolean variables to be numbers
and not strings. Now the QBF can be passed to any QBF solver that is able to process
formulas in the cleansed QCIR format. We applied the Quabs [127] that can not only
decide the truth value of the formula but also produce certificates. These certificates are
And-Inverter-Graphs (AIGs) [22] representing the solution to the BMC problem, and
can be checked by a SAT solver for increasing trust in the QBF solver. For this purpose,
we use the SAT solver PicoSAT [14].

7.3 Case Study

As a case study, we consider the popular Train-Gate-Controller (TGC) example [[129].
In this scenario, there are multiple trains on different tracks and a controller. The tracks
intersect at one tunnel which has red-green lights controlled by the controller, and only
one train can operate in the tunnel at a time when the light is green. The following code
snippet describes this scenario for one train modeled in ISPL:

Agent trainl

Vars:

state: {wait, tunnel, away};

end Vars

Actions = {enter, leave, nothing};

Protocol:

state = wait: {enter, nothing};

state = tunnel: {leave, nothing};

state = away: {nothing};

end Protocol

Evolution:

state = wait if state = away and Action = nothing;

state = tunnel if state = wait and Action = enter and Environment.Action=
enterl;

state = away if (state = tunnel and Action = leave and Environment.Action=
leavel)

or (state=wait and Action=nothing);

end Evolution

end Agent
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An interpreted system typically contains a set of agents (trainl, ...) with possible
local states (wait, tunnel, away), actions (enter, leave, nothing), as well as
protocols and evolution functions for describing the system behavior. The global states
are composed of each agent’s local states. Further an initial state is also defined in the
ISPL description. To translate the model checking problem into QBFs, we firstly need
to encode the interpreted system as follows:

e state space: [log|L;|] Boolean variables are needed for representing the local
states L; of agent 2. The same number of variables is needed for the local successor
state. The global current state v = (v, v1, ..., v ) and the global successor state
v = (v, v],...,v)y) are vectors of local states where N is the number of agents

and e refers to the environment.
* actions: For the actions, >7;c(. 1. ny[log|Act;|] Boolean variables are needed.

* transition relation: For each agent, the protocol function and evolution function
are encoded symbolically using v; and v}. The global transition relation is the
composition of protocol and evolution functions based on v and v'.

We have implemented the encoding presented in [[143]] and our implementation allows
to generate a QBF as a QCIR file which then can be solved and certified by existing
QBF solvers. The property holds if the verification result of the QBF solver shows the
formula is satisfied, and vice versa.

We verify the following property in our case study: along all paths in the system, it is
always the case that if train; is in the tunnel then it knows that the other trains cannot be
operating in the tunnel at the same time. In CTLK, this property can be expressed as
follows:

N
¢ = AG (in_tunnel; — Kipin, \/ —in_tunnel;)
i=2

To evaluate the performance of the tool chain, we ran several experiments on an Intel®
Core™ i7-2600 machine with 3.40GHz CPU and 16GB RAM running Ubuntu v18.04.2
(Linux kernel v4.15). We evaluated the bounded model checking problem with different
values of k£, and in order to test the scalability of the framework, we ran experiments
with 5, 8, and 10 trains (we use IV to represent the number of trains).

Table[7.1|reports the results of our case study. The obtained cleansed QBFs in prenex
form contain up to 20 gates in the QCIR format, while the certificates in AIGER
contain only up to 100K gates plus the inputs and outputs related to the QBF variables
(C' in Table . The solving time t;44; includes the time for the whole tool chain
including the QBF solving time ¢4, and the time for checking the certificates ¢4;. While
the solving times are quite small, much time is needed for the encoding and the cleansing.
Here, many optimizations are possible.
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Table 7.1: Experimental results obtained for the Train-Gate-Controller case study.

‘ N ‘ k ‘ ¢qbf (gates) ‘ C ‘ Liotal(S) ‘ tqs(s) ‘ tsat(s) ‘
3 5 30616 990 0.961 0.056 0.023
3 10 110971 2945 3.445 0.222 0.088
3 15 252226 5950 8.018 0.673 0.201
3 20 464881 10005 14.942 1.178 0.370
5 5 57695 2354 1.785 0.112 0.050
5 10 206735 7299 6.469 0.487 0.156
5 15 464875 14994 15.057 1.261 0.359
5 20 848615 25439 28.560 2.820 0.685
8 5 100482 5480 3.127 0.226 0.084
8 10 357472 17460 11.299 0.982 0.280
8 15 798762 36240 26.195 2.794 0.627
8 20 1449852 61820 51.409 6.882 1.259

10 5 140217 9747 4.607 0.557 0.114
10 10 495812 30452 16.771 2.247 0.389
10 15 1101507 62707 38.680 6.073 0.871
10 20 1988802 106512 76.313 14.219 1.578

7.4 Discussion

We presented a complete tool chain for solving bounded model checking of multi-agent
systems against CTLK specifications using QBF solving technology. First experiments
are very promising, allowing us not only to solve the BMC problems but also to obtain
quite small certificates from the QBF solvers. Further, this work provides practical
benchmarks in the general QCIR format to the QBF community.

As future work, we plan to integrate the model checker with a QBF solver more
tightly using an incremental QBF approach to speed up model checking. The translation
algorithm can also be optimized further, by for instance picking an arbitrary value of k
as a starting point and increase k step-wise in a loop. Furthermore, sub-formulas can be
encoded separately then verified, and the verification results can be cached in order to
speed up the whole model checking process when applied in a real-world setting.
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Chapter 8

Certifying Phase Abstraction

8.1 Introduction

Preprocessing plays a crucial role in enhancing the efficiency of model checking proce-
dures. Among the array of techniques available, one widely employed approach is the
generalized phase abstraction [26] technique. This simple preprocessing methodology
is commonly employed in conjunction with basic model checking techniques such as
IC3/PDR [29] and k-induction [|124].

Similar to temporal decomposition, phase abstraction also relies on the power of
ternary simulation to efficiently identify a certain group of latches. But instead of finding
transient signals, phase abstraction uses it to find oscillating signals that exhibit clock-
like behaviours. These signals are essentially the clocks embedded in the circuit designs.
Based on the periodic behaviours of the clock-like signals, an optimal phase number can
be computed, which is later used to unfold the original circuit. Phase abstraction then
applies Boolean minimization and cone-of-influence reduction on the unfolded circuit
to obtain a simplified circuit that can undergo base model checking.

Our recently proposed certificate format allows certification via a few simple SAT
checks. In the previous work, we have successfully applied the format to k-induction
and temporal decomposition. In this chapter, we revisit phase abstraction and show how
to generate a single witness circuit as certificate for this technique.

8.2 Preliminaries

We assume a set of Boolean variables V', and a literal [ is either a variable v € V or its
negation. We use cube semantics, where a cube is a non-contradictory set of literals. Let
¢ be a cube over a set of variables L. We write ¢(L’) to denote the resulting cube after
replacing the variables in ¢ with variables in L'.

Let f be a Boolean formula over a set of literals L. For [ € L we write f \ {l}
to denote the resulting formula after removing all occurrences of [ and —/ in f. For
simplicity, we use the same notation for sets of literals.

We write f[l\g] to denote substituting all occurrences of the literal  in f with g, where
g is a formula over L. With an abuse of notation, we write f[V'\G] for substituting a set
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of literals V' with a set of formulas G under the same variable ordering. For the rest of
the chapter, we use the same notations as defined in Chapter [6]

8.3 Restricted simulation

The stratified simulation relation defined in [25] allows the given circuit to be extended
to a larger circuit. More specifically, the simulating circuit extends the original circuit
by having the same set of inputs and more latches. This constrains the witness circuit
to always have more latches than the original. After a cone-of-influence reduction, the
circuit is typically simplified by removing an unused set of inputs and latches, which
entails a potentially smaller certificate. To achieve this, in the following, we revisit this
definition in order to allow more behaviours for the extended circuit.

Definition 8.1 (Restricted Simulation). Given two stratified circuits C = (I, L, R, F, P)
and C' = (I',) L', R', F', P'). Let K = L N L'. Then C’ simulates C' under restricted
simulation relation iff,

1. R(K) = R/(K).
2. Forl e K, fi(I,L) = f/(I', L)).
3. P(I',I) = P(I, ).

The restricted simulation relation concerns a set of common latches between two
circuits, which can be verified by three simple SAT checks. For the rest of the chapter
we simply refer to restricted simulation as simulation.

Theorem 8.2. Given two stratified circuit C = (I, L, R, F,P)andC' = (I', L', R', F’,
P’), where C' simulates C. If C" is safe, then C is also safe.

Proof. We assume C' is safe, and provide a proof by contradiction by assuming C' is
not safe. Let s be an assignment over L U I satisfying U, A R(Lo) A =P (I, Ly,).
For any such s there exists an assignment s’ over L U T U L' U I" with s C s’ that 1)
satisfies U/, by 2 and by the fact that every state has a successor according to the
definition of transition functions, and 2) satisfies R'(L{,) by [8.1]1 and the fact that C’
is stratified. In other words U,, A R'(L{)) is guaranteed to be satisfied by an extension
of s. Thus, by assumption P’(I},, L’ ) follows which together with[8.1]3 results in a
contradiction. O

For example in the case where K = (), Def. 3 simply implies that P(/, L) = T.
In the following, we define the witness circuit based on the restricted simulation
relation, which requires six SAT checks and a polynomial time check for stratification.

Definition 8.3 (Witness circuit). Given two stratified circuits C = (I, L, R, F, P) and
C'=(I')L',R,F', P"). C' is said to be a witness circuit of C'iff,

o (' simulates C under the restricted simulation relation.
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e P'’is an inductive invariant of C’.

Modifying the simulation relation requires us to revisit the previous certification
approaches for k-induction and temporal decomposition. In Chapter 6] we defined the
witness circuit to satisfy two conditions: (i) it simulates the given circuit under stratified
simulation relation; (ii) it contains an inductive invariant.

Proposition 8.4. Given two stratified circuits C = (I, L, R, F, P)and C' = (I', L', R/,
F', P"). If C" simulates C under the stratified simulation relation, then C' also simulates
C under the restricted simulation.

Proof. In this case, K is simply equivalent to L. The rest follows immediately. O

Proposition 8.5. Given a circuit C = (I, L, R, F, P) and its stratified k-witness circuit
C'=(I',L',R,F', P') as defined in [25]. Then C' is a witness circuit of C according
to Definition (8.3

8.4 Phase Abstraction

In this section, as one of the contributions we revisit phase abstraction from a formal
perspective and provide a clear and precise definitions for it. The main reason is to apply
compositionality to phase abstraction in order to make use of this during certification.

The concept of phase abstraction involves unfolding a circuit multiple times, where
each unfolding in the new circuit is equivalent to multiple steps of unfolding in the
original circuit. Fig. [8.6]illustrates the flow of phase abstraction. The process begins
by using ternary simulation to identify clock-like or oscillating signals and determine
the optimal number of phases n. Once the circuit is unfolded n times, factoring is
performed by assigning constant values to the clock-like signals in each phase. Next, the
property is rewritten by applying some rewriting techniques and the circuit is simplified
using cone-of-influence analysis. Finally, the simplified circuit Cy, undergoes a terminal
model checking technique such as k-induction.

Cone-of-influence reduction is popular technique used for preprocessing, and it can
be tightly integrated with existing model checking algorithms such as IC3/PDR. Phase
abstraction also makes use of it.

Definition 8.6 (Cone of influence). Given a circuit C = (I, L, R, F, P), the cone-of-
influence of P, denoted coi(P) is defined as the smallest set of inputs and latches such
that:

* vars(P) C coi(P).

e Ifl e L,
— for ! € coi(P),vars(r;) C coi(P);
- forl € coi(P),vars(f;) C coi(P).
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@ unfold @ factor @ rewrite @ reduce @

Figure 8.1: Phase abstraction. Base model checking is performed on the circuit Cy.

Clock-like signals are those that transition in a pattern and are periodic. A simplest
example is a latch that always oscillates between zero and one. In practice, ternary
simulation is often used to find clock-like signals. Similar to Chapter [6] we continue the
cube semantics and use cube simulation which subsumes ternary simulation.

Definition 8.7 (Clock-like signal). Given a circuit C = (I, L, R, F, P), a cube lasso
€0, " »Cas " ,Catp and a phase number n € N, alatch [ € L is a clock-like signal
iff it satisfies the following, where [’ is a literal of 1.

 Forsome k*, k' ¢ Nt kY . n=a;k! -n=p+1.
Vi€ [0,n),3" € {l,~1},V] € [0,k + k') : ciyjn = 1"

The unfolded circuit is different from our definition of forward circuit in Chapter [6]
A forward circuit is constructed based on a given circuit, with the reset states being one
step forward. The unfolded circuit contains n copies of the given circuit, and its property
is fast computed n steps at each transition.

Definition 8.8 (Unfolded circuit). Given a circuit C' = (I, L, R, F, P) and a phase
number n € NT. The unfolded circuit C’ = (I, L', R', F', P') is defined as follows:

1. I'=1y...uIm1,
2. I/ =I%y...uLrt,
3. R/:{r;’leL/}
a) forl € Lo,rf =7
b) fori € (0,n),l* € Liﬂ“fi = F(Ii, Li™Y).
a) forl € Lo’fl/ — fl(IO,Ln_l),
b) fori € (0,n), 1" € L', f, = fu(I', L' ).

5. PP = A P(I',Li).
1€[0,n)

Definition 8.9 (Unfolded cube lasso). Given a circuit C' = (I, L, R, F, P) with a phase

number n € N, and its unfolded circuit C' = (I', L', R', F', P'). Letcg, -+ ,Cay** »
Ca+ be the cube lasso of C. The unfolded cube lasso ¢f), - -+ , ¢/, -+ , ¢, 4+pr 18 defined
as follows:

. a’*n:a;ﬁ’*n—i—n—l:ﬁ
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e Forie [0,/ +0),c= A ci*nﬂ([g,Lg).
j€on)
Lemma 8.10. The unfolded cube lasso is a cube lasso in the unfolded circuit.

Definition 8.11 (Unfolded loop invariant). Given a circuit C' = (I, L, R, F, P) and its
unfolded circuit C' = (I', L', R', F', P"), and a set of clock-like signals I" found from

the cube lasso cg, - - - , ¢, of C. Let ¢y, ..., c;n, be the unfolded cube lasso. The unfolded
loop invariant ¢ is defined as  \/ ¢.
1€[0,m/]

Lemma 8.12. Given a circuit C = (I, L, R, F, P) and its unfolded circuit C' =
(I',L,R', F', P') with a phase number n. Let T be a set of clock-like signals found from
the cube lasso cy, ..., cqtp of C. Let ' be a set of literals for the variables in T, such
that T* = {l € ¢; | var(l) € T'}. The unfolded loop invariant ¢ is an inductive invariant

in C' for the property N\ ( A\ lz)
1€[0,n] liel?

In the above lemma, the property states in essence that the clock-like signals stay
constant along the unfolded cube lasso. Each cube in the unfolded cube lasso is a partial
assignment to L', which is n copies of the original set of latches L. Therefore we use I'?
to denote a set of literals that represent the periodic values of the clocks. In the unfolded
circuit, the unfolded loop invariant is an over-approximation of the reachable states for
which the clock-like signals stay constant.

After unfolding, the clock-like signals simply become constants in the unfolded circuit.
We can therefore obtain a simplified circuit by replacing the clock-like signals with
constant values.

Definition 8.13 (Factor circuit). Given a circuit C' = (I, L, R, F', P) and its unfolded cir-
cuit C" = (I', L, R', F’, P") with a phase number n € N, and a set of clock-like signals
I" found from the cube lasso cg, - - - , cqg. The factor circuit C” = (I', L', R", F", P")
is defined as follows:
L. RM={r]|leL}:
T ife =1
* Foralll €T, foralli € [0,n), r); = 1 a=t
L if¢ = —l;.

* Foralll € (L\T),r}; =7,.

2. F"={f"|leL'}:
e Foralll €T, foralli € [0,n), f =L
» Foralll € (L\T), fji = f};.
Similar to SAT, there are various rewriting techniques used by model checkers to

rewrite the property. Since the property is essentially a Boolean formula of inputs and
latches, for example, it can be rewritten in AIGER by re-structuring the and gates.
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@ unfold /C\ factor @ rewrite /C\ reduce
Wo

N N

@)
Figure 8.2: Certification for phase abstraction. Base model checking is performed on

the circuit C'y, which produces a witness circuit . We construct step-wise to obtain
Wo, which is the certificate for the entire model checking procedure.

Definition 8.14 (Rewrite circuit). Given a circuit C = (I, L, R, F, P), the rewrite
circuit ¢’ = (I, L, R, F, P’) satisfies P = P'.

For a given circuit, we apply cone-of-influence reduction to obtain a reduced circuit.

Definition 8.15 (Reduced circuit). Given a circuit C' = (I, L, R, F, P). The reduced
circuit ' = (I, L', R', F', P) is defined as follows:

1. I' = 1N coi(P).

2. L' = LNcoi(P).
3. R ={r |l e L'}
4. F'={fi|leL}.

8.5 Certification

In this section, we draw inspiration from the compositional framework introduced in
Chapter [0]to outline the construction of a certificate for phase abstraction. Following
a similar approach, we demonstrate how to build a single certificate that certifies both
phase abstraction and the base model checking.

The reduced circuit is the resulting circuit obtained after performing cone-of-influence
reduction. In the following theorem, we show that the witness circuit of the reduced
circuit serves as a witness circuit for the original circuit too.

Theorem 8.16. Given a circuit C = (I, L, R, F, P) and its reduced circuit C' =
(I',L',R', F', P"). The wimness circuit of C" is also a witness circuit of C.

Proof. Let W/ = (X', M',S’,G’, Q') be the witness circuit of C’. First of all, we show
that W’/ simulates C. As L' C L, K = L' N M’ is also the common set of latches
between C' and W’'. The resets of C remain stratified. As the reset functions and
transition functions of K stay the same, together with Def. where P’ = P, the
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three checks in Def. are satisfied. We conclude that VW’ simulates C. By Def.
@’ is an inductive invariant. Therefore VW' is also a witness circuit of C. O

One popularly adopted technique employed by model checkers is rewriting, which
serves to simplify properties. The outcome of this process is a circuit with a simplified
property that maintains semantic equivalence with the original property. Therefore in
our framework, the certificate for the property is still valid for the simplified property.
We summarize this in the following theorem.

Proposition 8.17. Given a circuit C and its rewrite circuit C'. The witness circuit of C'
is also a witness circuit of C.

We define the composite witness circuit to combine the certificates for cube simulation
and the factor circuit.

Definition 8.18 (Composite witness circuit). Given a stratified circuit C' = (I, L, R, F, P)
and its factor circuit ¢’ = (I', L', R', F', P’), and the unfolded loop invariant ¢. Let
W' = (X', M',S',G', Q") be the witness circuit of C’. The composite witness circuit
W = (X,M,S,G,Q) is defined as follows:

1. X=TUX'.
2. M =LU(M\L.
3. 5:

e forl € L,s; =1y
e forl e M'\L',s; = s.

« forl € Lg = fi
e forle M'\L',g; = g].

5.Q=¢(L)NQ(X',M').
Theorem 8.19. The composite witness is a witness circuit of C.

Proof. First we show the composite witness W simulates its corresponding circuit
C. W’ and C are stratified and R only references latches in L; thus no new cyclic
dependencies is introduced. Therefore W is stratified too. L is the common set of
latches for W and C'.By Def. [8.13] the reset and transition functions of L are the same
in both circuits, this satisfies the reset check as well as the transition check. Since W’ is
a witness circuit of C’, we have Q' = P’ and therefore ) = P’. By Proposition [6.22]
from Chapter|6] we have () = P. We omit the rest of the proof as it follows the same
logic as the proof in Theorem [6.18]in Chapter [6] O
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When constructing a witness circuit from the witness of the unfolded circuit W,
the resulting witness circuit, namely n-folded witness circuit, contains one copy of the
latches from W’ . In the following, for demonstration we present the construction for
n = 2 and generalize it to arbitrary n afterwards.

Definition 8.20 (Two-folded witness circuit). Given a circuit C = (I, L, R, F, P)
with a phase number 2, and its unfolded circuit C' = (I', L', R/, F', P"). Let W' =
(X', M', 5", G, Q") be the witness circuit of C’. The two-folded witness circuit W =
(X, M, S,G,Q) is defined as follows:

1. X =1°U X9, where I° and X are copies of I and X".

2. M=1r"urPurL? - - L2uNUXtU{p’---b? e}, where N = M’ \ L, and
I, L' are copies of I and L, and X' is a copy of X'.

3.8 ={s|le M)

a) Spo = T,
b) Fori € [1,2],b' = L.
C) Se=T.

d) Forl e L% s =1].
e) Forl € N,s; = s.
f) Forl e (I'UIPULtUL2U XY, s =1

4. G={g |l e M}:
a) gy = T.
b) Fori € [1,2], gy = b L.
) ge = ite(b?, —e,e).
d) Forl € L° g, = f;(1°, LY).
e) Fori € [1,2],1° € (I'ULY), g =11
f) Forl' € X', gp =1°.
g) Forl € N, g, =ite(b> Ne,g] (X}, M' N (L' U L* U N)),1).

5.Q= A ¢ suchthat:

i€[0,5]
a) ¢ = P(I° L).
b) ¢* =b'.
)@= A (bF—bh).
1€[1,2]

&) = A O = (L~ F(I7 L),
1€[1,2]

) ¢'= A ((FV'AVTT) = (R(LTT) AS'(N))).
1€[1,2]
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f) ¢®=b>— (Q(X°,M'N(L° UL UN)) Ae)V
Q(X',M' N (L* UL> UN)) A —e)).

In this construction, we introduce an additional bit e as a flipping bit. This bit starts
flipping after the circuit is fully initialized. When e is set, the latches from W transition
as in W/, otherwise they freeze for one time step.

Theorem 8.21. Given a stratified circuit C = (I, L, R, F, P) with a phase num-
ber of 2, its unfolded cicuit C' = (I',L', R, F', P") with a witness circuit of C' =
(X', M',S",G", Q). Lea W = (X, M, S, G, Q) be the circuit constructed as in Def.
Then W is a witness circuit of C.

Proof. First, we prove the simulation relation. It is clear that S is stratified. Let
K = LN M. By Def.[8.20, for I € LY s; = r]. Together with Def. we have
R(K) = S(K). By Def.[8.20, f; = g, forl € K. Also by ¢°, we have Q = P.

Next we show that the BMC check passes for W such that S(M) = Q(X, M). Since
only Y is set at reset, ¢', ¢2, ¢° and ¢° are satisfied. The reset in Def. directly
implies R'(L°) and S’(V), and by Def.[8.8]it also satisfies R(L"), which satisfies ¢*.
Based on Def.[8.1) R/(LY) = S'(M’ N LY), which together with the stratification of S,
results in S”(M”). This implies Q'(X’, M), based on the BMC check of the inductive
invariant Q. By Def. we have P'(I’, L’), and based on Def. [8.§] this gives us
P(I°, L) thus ¢V is also satisfied.

Let V; be the unrolling of W and we move on to prove V1 AQ(Xo, My) = Q(X1, My)
by providing a proof by contradiction. We assume V7 A Q(Xo, My) A =Q(X1, M1) has
a satisfying assignment, and fix this assignment. We consider two cases based on the
values of bj: (i) all b)) are set to T; (ii) By is partially initialised, i.e., not all b} set to
T. We begin with the first case. Since b’s always transition to T or b~ !, and under
the assumption that all bis are T, q{, q% and qi‘ are immediately satisfied. Def. Lo
transitions in the same way as in C, and the rest of the latches are simply copying the
values during the transition, thus ¢; is satisfied. We move on to consider p3. Based on
a5, we get a satisfying assignment for either Q'( X, M{ N (LY U L U Ny)) A —eg or
Q' (X3, M{n (LU LE U Np)) A e. We thus consider two different cases based on the
disjunction and the value of eg.

* Case eg = T : as stated in Def. when eg = T, latches in NV transition as
in W'. In this case, we already have Q'(X¢, M N (L§ U L3 U Ny)) satisfied,
together with the transition function defined and g3, the same assignment satisfies
er = Land Q'(X, M{ N (LY U L} U Ny)), which satisfies . By Def.[8.1} we
have P'(I}, L) which implies P(I?, LY). Therefore p{ is satisfied.

* Case eg = L: similarly, according to Def. the latches in N stay the same.
As the latches in I' U L' and I? U L? simply copy the values from their copies
with lower indices, Q'(X{, M| N (L1 U L? U Ny)) is satisfied. Based on the
transition function definition in Def. e1 = 1, thus q{’. Lastly, under the same
condition, latches in L transition in the same way as in C’, the same assignment
satisfies (X1, M7) that implies P'(I}, L)) and thus P(I9, LY).
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Chapter 8. Certitying Phase Abstraction

In either case, we can apply the same assignment to satisfy (X1, M) and therefore
contradiction. The rest of the proof follows the similar logic. O

We generalize Def.[8.22]in the following definition to show the certificate construction
for an arbitrary phase number.

Definition 8.22 (n-folded witness circuit). Given a circuit C' = (I, L, R, F', P) with
a phase number n € N7, and its unfolded circuit ' = (I', L', R/, F', P'). Let W' =
(X', M', 5", G, Q") be the witness circuit of C’. The n-folded witness circuit W =
(X, M, S,G, Q) is defined as follows:

1. X =1°U X9, where I° and XY are copies of I and X'.

2. M=1"--"UL . LmUNUX U0 b el e 2
wherem =2 xn —2, N = M'\ L', and I, L’ are copies of I and L, and X! is
a copy of X’.
3. S={si|leM}:
a) W =T;
b) Fori € (0,m], sy = L.
c) Fori e [0,n—1),s, = L.
d) Forle LY s, =1
e) Forlec (I'---ImUL'---L™muUXY), s =1
f) Forl € N,s; = s).

4. G={g |le M}:
a) g = T.
b) Fori € [1,m], gy = b~ L.
c) goo = b™ A —e" 2,
d) Foric [1,n—1),g,i = e~ A—e" 2
e) Forl € LY ¢, = f.
f) Forl' € X', gp =1°.
g) Fori e [1,m],I* € (I'ULY), g =11
h) Forl € N, g, = ite(e" 2,
gxt, M n(mntlo e el LMY N)),

5.Q= q"
i€[0,5]
a) ¢° = P(I° LY.
b) ¢' =b!
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8.5 Certification

o) ¢?= AN (B —=bh).

1€[1,m]

d@= A 0= (L'~ F(I7 L)),
1€[1,m]

e) ¢'= A (=" AV = (R(L'1) AS'(N))).
1€[1,m]

DeP="=C\V ( N ~HACA A

ie[ovn) je[ivn_l) JG[O’Z)
Q(X°, M' N (L' ---U LT LU N))).
9= A (¢
1€[1,m]
In Def. [8.20] one flipping bit e is introduced for two-phase abstraction. When general-
izing this method, n — 1 flipping bits are needed to freeze the transitions of latches in
N. They operate in a similar fashion as a one-hot counter, and when saturated, it resets

to zero (all bits set to _L). An alternative to this is to use a binary counter instead. We
generalize Theorem [8.21]to obtain the following corollary.

Corollary 8.23. Given a circuit C = (I, L, R, F, P) with a phase number n € N1,
its unfolded cicuit C' = (I',L', R, F', P") with a witness circuit of C'. Let W =
(I,M,S,G,Q) be the circuit constructed as in Def.

Then W is a witness circuit of C.

In summary, by taking a compositional approach, we can build a witness circuit
step-wise for the entire model checking pipeline including both phase abstraction and
base model checking. For future work, it is necessary to implement the theoretical
framework into an experimental toolkit.
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Chapter 9

Conclusion and Future Work

In this thesis we presented a novel and refined certificate format for hardware model
checking and demonstrated that it is compatible with a wide variety of state-of-the-art
model checking techniques. We presented different certification techniques that are
the topics of four peer-reviewed papers (Chapter [{7), as well as an unsubmitted paper
(Chapter [8)). The contributions and results of each publication are thoroughly discussed
and reflected upon. Of all four publications, the author of this thesis is the main author.

In Chapter 4 with the goal of establishing a standardized certificate format for
hardware model checking, we presented a bit-level certificate format that involves five
simple SAT checks and a one-alternation QBF check. This certificate format is called
a witness circuit, which combinationally simulates the circuit under verification and
contains an inductive invariant. Based on this defined format, whenever the model
checker produces such a certificate and it is then validated by an independent checker, it
is guaranteed that the model checking result is correct, as formally proved in Chapter ]
In addition to this, we show how to produce such a certificate for the popular model
checking technique k-induction at bit-level. We also present a thorough experimental
evaluation to demonstrate the practicality of the method. In Chapter (3.1} we engaged in a
thorough discussion regarding the challenges encountered when integrating k-induction
with simple paths constraints into our certification framework. It remains an interesting
open question for future research.

In Chapter 5] we refined the certificate format defined in Chapter ] by eliminating the
quantifier. The resulting certificate requires six simple SAT checks and one polynomial-
time check for the acyclicity of the reset function definitions. In addition to that, we
simplified the witness circuit construction for k-induction and lifted the framework to
word-level. Experimental results are presented for both bit-level and word-level, showing
the effectiveness of the framework. In the word-level case, the certificate simply requires
six SMT checks using fixed-size bit-vectors logic instead of SAT checks. Along the
line of word-level certification, there are lots of potential research problems to explore.
Word-level model checkers employ a different range of techniques, although there may
be intersections with bit-level model checking approaches such as k-induction. One
potential direction for future work is the certification of data abstraction.

In Chapter[6] we adopted the same certificate format from Chapter[5] and showed how
to build a certificate for the preprocessing technique temporal decomposition when used
in conjunction with base model checking techniques. To do so, we revisited temporal
decomposition by defining its precise formalism, as an improvement over existing
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work. In particular, we defined the notion of cube simulation that subsumes ternary
simulation. Another approach sometimes used for finding transient signals is to use
k-induction. Both approaches are incomplete, and believed to be orthogonal to each
other [36]. For future work, it is worth exploring the alternative approach too. Based on
the defined semantics for temporal decomposition, we presented a compositional method
of constructing a witness circuit resulting in elegant proofs, together with experimental
results. In Chapter [3.2]and [3.3] we presented additional comprehensive experimental
results on a more recent set of benchmarks from HWMCC’ 19 to provide further insights
into the effectiveness of our approaches.

In Chapter [8] our focus was on improving the standardized certification framework to
incorporate additional verification techniques. We introduced a proof-of-concept con-
struction to produce certificates for phase abstraction and provided theoretical results. In
a more specific context, we further generalized the certificate format defined in Chapter 3]
in order to make it compatible with more preprocessing techniques by introducing the
notion of restricted simulation relation. Consequently, it becomes imperative to revisit
the construction and formal proofs pertaining to certifying temporal decomposition in
Chapter[6] which can be seen as the immediate next step. From the practical perspective,
the subsequent phase in this line of work is to implement the proposed certification
method and demonstrate its practical utility.

Chapter [ showcased our experimental evaluation, where we employed BDD-based
model checking and k-induction as the underlying model checking algorithms using
temporal decomposition for preprocessing. Moving forward, our goal is to expand
the scope of the certification tool suite to include the IC3/PDR-based model checking
approach. This entails implementing an IC3/PDR-based model checker that accepts
reset functions and produces certificates according to the proposed format.

Furthermore, Chapter /| presents an exploratory certification framework for model
checking multi-agent systems employing QBF solvers with the goal of generating more
QBF benchmarks. As part of future work, we envision applying the framework proposed
in Chapter [4}{§] to certify QBF or higher order logic based model checkers, thereby
expanding the scope of our certification approach.

In summary, several exciting avenues for future research present themselves in light
of this study. Our proposed approach paves the way for a simple and generic certificate
format for a complex combination of diverse model checking techniques. While we have
successfully addressed a number of these techniques, there is an abundance of them for
further investigation using our format, such as localization [93]], retiming [90] and SAT
sweeping [[65,91,109L/110}/144]]. Another direction of interest is to certify constraints for
assertion-based verification [[141]]. Additionally, it is worth noting that so far the focus
of this thesis has primarily been on safety properties. It is also an interesting avenue for
future research to extend the certification framework to liveness properties.

After establishing the generic certificate format, an intriguing prospect is to incor-
porate certification requirements for all model checkers participating in the hardware
model checking competitions. This would significantly enhance the quality of the model
checkers, drawing parallels with the influential SAT competitions that have propelled
the advancement of SAT solvers enabling more aggressive optimizations over the years.

118



While the focus thus far has been on the functionality and versatility of the certificates,
it is imperative for future research endeavors to delve into the optimization of these
certificates for smaller certificate size and faster certification. For example, through
experimental evaluation, for k-induction certificates the consecution check seems to be
the performance bottleneck, which could potentially be improved through trimming. By
seeking ways to optimize the certificate size, we aim to expedite the certificate checking
process, thereby facilitating faster and more efficient verification. Beyond the scope
of hardware model checking competitions and the research community, we envision
the widespread adoption of certification methods in the industry, increasing trust and
confidence in the results of verification process.

Lastly, another line of research lies at developing a certificate checker that is formally
verified in a theorem proving environment such as using Isabelle/HOL [117]]. This opens
up more research questions, especially in the context of word-level certification, where
SMT proofs would need to be incorporated [87,94,[118]].
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